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Abstract

Identity based cryptography was rst proposed by Shamii [86L984. Rather than de-
riving a public key from private information, which would lige case in traditional public
key encryption schemes, in identity based schemes a udertity plays the role of the
public key. This reduces the amount of computations reddoeauthentication, and sim-
pli es key-management. Efcient and strong implementasoof identity based schemes
are based around easily computable bilinear mappings optiwas on an elliptic curve
onto a multiplicative subgroup of a eld, also called pagin

The idea of utilizing the identity of the user simpli es thelgic key infrastructure.
However, since pairing computations are expensive for bagh and timing, the proposed
identity based cryptosystem are hard to implement. In oiolée able to ef ciently uti-
lize the idea of identity based cryptography, there is angtneeed for an ef cient pairing
implementations.

Pairing computations could be realized in multiple eld#& the main building block
and the bottleneck of the algorithm is multiplication, wetdsed our research on building
a fast and small arithmetic core that can work on multiplelsel This would allow a sin-
gle piece of hardware to realize a wide spectrum of crypgagalgorithms, including
pairings, with minimal amount of software coding. We prasenovel uni ed core design
which is extended to realize Montgomery multiplicationhe telds GF (2"), GF (3™), and
GF (p). Our uni ed design supports RSA and elliptic curve schenassyell as identity

based encryption which requires a pairing computation oellgstic curve. The architec-



ture is pipelined and is highly scalable. The uni ed cordiz#is the redundant signed digit
representation to reduce the critical path delay. Whilecirey-save representation used in
classical uni ed architectures is only good for additiordanultiplication operations, the
redundant signed digit representation also facilitatesesit computation of comparison
and subtraction operations besides addition and muliiptin. Thus, there is no need for
transformation between the redundant and non-redundargsentations of eld elements,
which would be required in classical uni ed architecturesréalize the subtraction and
comparison operations. We also quantify the bene ts of adiarchitectures in terms of
area and critical path delay. We provide detailed impleie@n results. The metric shows
that the new uni ed architecture provides an improvememra/hypothetical non-uni ed
architecture of at leag4:88%while the improvement over a classical uni ed architecture
is at leasB8207%

Until recently there has been no work covering the secuffityairing based crypto-
graphic hardware in the presence of side-channel attaekpjté their apparent suitability
for identity-aware personal security devices, such astscaads. We present a novel non-
linear error coding framework which incorporates strongeadarial fault detection capa-
bilities into identity based encryption schemes built gsliate pairing computations. The
presented algorithms provide quanti able resilience ingdl @e ned strong attacker model.
Given the emergence of fault attacks as a serious threairiagphased cryptography, the
proposed technique solves a key problem when incorporatedsoftware and hardware

implementations. In this dissertation, we also present arest accelerator for computing



the Tate Pairing in characteristic 3, based on the Modi ediBma Lee algorithm.
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Chapter 1

Introduction

Recently there has been an increase in research activitgiongbased cryptography
such as identity based cryptosystems [8]. Identity basgotagraphy was rst proposed
by Shamir [36] in 1984. Rather than deriving a public key frpnivate information, which
would be the case in traditional public key encryption scegnmn identity based schemes
a user's identity plays the role of the public key. This regkithe amount of computations
required for authentication, and simpli es key-managetnen

Elliptic curve and RSA (or Dif e-Hellman) schemes are tyally implemented over
GF (p) or GF(2") and overZ, (or GF(p)). Numerous architectures were proposed to
support arithmetic for elliptic curve cryptography and Rl schemes [34, 3]. Uni ed
architectures for the eld&F (p) andGF (2") were also proposed [34, 17, 43, 33, 38, 35,
1]. However, the emergence of pairing based cryptograpbatieacted a signi cant level

of interest in arithmetic ilGF (3™). Hardware architectures for arithmetic in characteristic



three have appeared in [28], [20], and [7].

Pairing based cryptography may utilize all of the three kiobimathematical structures.
Moreover, ECC and RSA schemes are typically implemented e or binary elds
and integer rings, respectively. Thus, it would be highlgidsble to have a single piece of
uni ed hardware that supports arithmetic in all three kimdislomains simultaneously. To
the best of our knowledge, such an architecture is stillitagk

While a uni ed architecture is highly desirable, the scaiaband ef ciency of the
hardware is important. Here we use the notion of scalalabtintroduced in [37]. The de-
sign should scale without the redesign of the architectwrsjmply increasing the number
of processing units. The scalability feature along with tineed approach would allow
the architecture to support a wide spectrum of operatingtpeanging from low-end and
low-power devices to high-end server platforms. For efndg reasons we design our ar-
chitecture around a carry-free architecture. Furtherptbeescalable nature of the design
allows pipelining techniques to be used to further improveiency. Our architecture
supports the basic arithmetic operations (i.e., additioultiplication and inversion) in the
arithmetic extension eld$GF (p)!, GF (2") andGF (3™). All operations are carried out
in the residue space de ned by the Montgomery multiplica@égorithm [24].

Ef cient implementations of identity based schemes areedasround easily com-
putable bilinear mappings of two points on an elliptic cuovo a multiplicative subgroup

of a eld, also called pairing. One mapping that seems to bpasficular interest is the

1Since we do not make use of the eld properties in our desig architecture supports also arithmetic
in integer ringsZ,, and hence supports RSA.



modi ed Tate pairingoy Duursma and Lee, not in the least due to the improved dhgos
due to Kwon and Baretto et al.

Until recently there has been no work covering the secuffityairing based crypto-
graphic hardware in the presence of side-channel attaekgpjté their apparent suitability
for identity-aware personal security devices, such as tsoaads. Indeed, Page and Ver-
cauteren [29] for the rst time investigate a fault attacktbe modi ed Tate pairing in the
context of the Baek-Zheng threshold decryption schemeloliva the attacker to recover
the private point value of the decryption servers with reddy little effort, which leads to

the defacto compromise of the scheme.

1.1 Contributions

Contributions of this work are outlined as follows:

In order to support Elliptic Curve Cryptography, factoribpgsed cryptographic sys-
tems, public key primitives and recently proposed idertilged schemes, we pro-
pose a new and more ef cient uni ed multiplier that operaireshree elds, namely
GF (p), GF (2"), andGF (3™M). To the best of our knowledge, this is the rst attempt
to combine the arithmetic of these three, cryptographiagaiportant, nite elds in

a single datapath.

We present a metric to quantitatively demonstrate the adgas of the proposed

uni ed multiplier over the classical uni ed multiplier thasupports arithmetic only



in GF (p) andGF (2"). The uni ed architectures proposed so far [34, 17, 35, 43],
lacked quantitative analysis of the advantage of using adrapproach. It has
only been reported that uni ed architecture result in ngigle overhead in area and
critical path delay (CPD). In this work, we quanti ed the gan terms of the area
CPD metric, which showed that the bene ts of the new uni edhatecture far

exceed that of the classical uni ed architecture.

We utilize a different carry-free arithmetic that allowscegnt comparison and sub-
traction operations iiGF (p)-mode. The classical uni ed architectures [34, 17, 35,
43] utilize the carry-save representation in order to eieme the carry propagation
in GF (p) mode. It is not easy to perform subtraction and comparis@ratpns
in the carry-save representation, where eld elements apeessed as the sum of
two integers. For instance, [43] transforms the elemen(Fofp) that are in carry-
save form to non-redundant form by adding the number tofitepkatedly in order
to perform comparison and subtraction operations necessaralize other eld
operations such as multiplicative inversion. For our cdreg arithmetic, the eld
elements are represented as the difference of two eld eksnenstead of sum.
This representation facilitates ef cient subtraction aanparison operations. Con-
sequently, all arithmetic operations in cryptographic patations can be performed

without the need of transformations between redundant aneredundant forms.

We computed execution times of basic operations for threenprent public key



cryptography algorithms: ECC scalar point multiplicati&BA exponentiation, and
Tate pairing computations. The results show that Taterngazomputations used in
identity based cryptosystems can be performed by the pedhbasi ed architecture

in a comparably ef cient manner.

We apply a specially parameterized variant of the origirmalstruction for robust
codes from [18], as well as the construction from [14] to a neabTate pairing
implementation. Instead of only protecting the loop coumtiethe algorithm, we
also protect the entire data path to avoid potential attaokihie base pointd; Q).
The resulting architecture achieves a high degree of rabastagainst even highly
motivated attackers, and at the same time only requires @ratgoverhead in area

and delay.

In addition, a contribution of lesser importance is theadtrction of scalable Mont-
gomery algorithm for ternary extension el@GF (3™). Although it is a straightfor-
ward adaptation of the algorithm presented in [37] to terrextension elds, it is

the rst attempt to formulate such an algorithm.

1.2 Motivation

The attack described in [29] is just the rst one reporte@réfore we must expect that
new types of attacks will be discovered in the future. Theentrattack is focused mainly

on the loop counter of the modi ed Duursma-Lee algorithnt, ibyprinciple there may be



many more parts of the system that are vulnerable to a fdaltkatTo provide the highest
level of assurance even under adversarial conditions, wé teeprotect the entire system
with a robust error detection mechanism.

A common approach to prevent errors in cryptographic harewaolves the use of
existing redundancy, for example by decrypting an encypésult and comparing to the
input. In other cases simple concepts from classic linedingptheory (parity predic-
tion, Hamming codes) are applied to standard circuits dartost protection against basic
faults. For instance, a number techniques involving pantitgcking codes [31, 32] and a
more general technique based on linear codes were propofEs] i

With the advent of more advanced attack techniques and nooreate error and at-
tacker models, these simple techniques may prove to bedqoatee Effective hardening
of systems against sophisticated and malicious faultkdteeqjuires strong error detection
under worst case assumptions rather than average caseefabproperty of linear codes
is that the sum of two codewords is again a codeword [41]. Aorgrattern with the same
value as that of a codeword can thus never be detected. Anathielematic aspect that
arises out of this property is the code's behavior with rdgarcertain error patterns with
Hamming weight a multiple of the codes minimum distance, leugst errors. These errors
are often not detectable and may occur with high probability

In [18] Karpovsky and Taubin introduced a novel family of Aarear systematic er-
ror detecting codes, which provides robustness accorditiget minimax criterion, i.e. it

minimizes the maximum probability of missing an error oviékman-zero error patterns.



In addition to the probability of missing an error, the noelar encoding also makes the
event of missing an error highly data dependent. Withoui@ignowledge of the data it
is therefore practically infeasible to induce an undeteteor.

While the adoption of robust codes has been successful fom&fric cryptosystems
like the AES block-cipher [22], robust implementations afbpic key cryptography has
been challenging due to the seemingly incompatible arittod the encoding procedure
and public key operations. In [14] the authors for the rsbhé gave a general construction
for robust arithmetic codes versatile enough to be appbexhyy xed width data-path for
digit serial general purpose arithmetic. Using these cadepossible to protect any type
of integer ring or prime eld arithmetic, e.g. RSA, Dif e-Henan, Elliptic Curves over
GF (p) against active adversaries. While the codes achieve a bmgyted of robustness, they
also impose a tremendous computational overhead, whichb@ago costly for practical

implementations.

1.3 Dissertation Outline

We started our research with the basic building blocks forin@a based cryptosys-
tems. Multiplication is the bottleneck of the cryptograplaipplications so we focused
our research on ef cient multiplier architectures. Sin€eient pairing implementations
work on elds other than prime and binary elds, we aimed atlthing an arithmetic core

that would work on three important elds: prime binary andni@y. This would make



the embedding of pairing algorithms into the cryptograptcelerators that utilize many
cryptographic algorithms.

In Chapter 2, we are presenting brief and necessary baakdintormation that is used
throughout our research. In Section 2.1, we explain thedmgl blocks of arithmetic in
characteristic three. We give detailed information fordvaare implementations of ternary
eld arithmetic in this section. In Section 2.2, Tate Pagrialgorithm and its modi ed
version are explained. In Section 2.3 we introduce theticadil RSD representation and
our notational conventions. We utilized the RSD repredemtdo make better use of the
carry-save architecture for our purposes.

Then in Chapter 3 our uni ed arithmetic core design is exmpdal. We rst explain
the implementation of our core implementation. Then, wee gletailed explanations of
how to utilize our arithmetic core for basic operations sashaddition, subtraction and
comparison.

Chapter 4 presents the Montgomery multiplication algongtor the three elds. For
this architecture, we utilized our uni ed arithmetic core Section 4.1 we introduce the
Montgomery multiplier design, and describe relevant sydeavel architectural details such
as pipelining and architectural scaling. We then presemtctmplexity analysis and im-
plementation results in Section 4.4. We provide timingreates for particular schemes
based on the number of processing units and give a compagatalysis in Section 4.4.1.
In Section 4.5, we give a detailed analysis of power consignmtf the proposed design

and compare it with other architectures. Section 4.6 pes/aldiscussion on the side chan-



nel attacks and gives a detailed analysis of dynamic poweswuoption of the discussed
architectures.

Lastly, in Chapter 5, we give a detailed explanation andyemsbf the proposed tamper-
resilient architectures. In Section 5.1, the lightweighd g&amper-resilient error detection
scheme built over the extension eld is explained in detaath hardware and software
implementation analysis. Section 5.2 gives a detailedyaisabf the lightweight and robust

error detection scheme built over the base eld.
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Chapter 2

Background

2.1 Arithmetic in Characteristic Three

In this section, we present hardware architectures fort@adisubtraction, multipli-
cation and cubing irGF (3™). Characteristic three arithmetic is slightly more compli-
cated than characteristic two arithmetic since coef cserdin take three value8; 1 and2.
Hence, two bits are needed to represent each di@fi(3). There are two common repre-
sentations: i) 0,1, 2=00, 01, 10 and ii) 0, 1, 2 = 00, 01 10, e advantage of the latter
representation is that "check if zero operation” is impletee by only checking the most
signi cant bit of the digit since both alternatives for regenting digit 0 have 0 in the most
signi cant position. The disadvantage, however, is thaai®n is performed by subtract-
ing the digit from zero, which can be done by using the additiocuit again in one clock

cycle. The negation, on the other hand, in the former reptatien is performed by just
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swapping the most and the least signi cant bits, which isadtrfree in hardware imple-
mentations. Since negation operation is used very oftesogsfy in performingGF (3°™)
multiplication, the former representation is more advgatas in our case. For arithmetic

operations, m-bit elements are expressed as 2m-bit arsapdi@vs

A=(al 1a 1;oonndlal;al;ay)

2.1.1 Addition and Subtraction

Addition and subtraction is performed component-wise bpgithe Boolean expres-

sionin[15], i.e.

O
I

A+ B;;fori=0;1,::m land

t = (AiL_BiH) (AF_BiL)

O
T
I

i (Ar_Bf) t

o)
11

i (AT _Bf") t

where_ and stands for logical OR and XOR operations, respectivelyhirepresen-
tation, negation and multiplication @F (3) elements by 2 are equivalent operations and
performed by swapping the most and least signi cant bithefdigit representing the ele-
ment. Therefore, subtraction@F (3™) is equally ef cient as the addition in the same eld
and thus the same adder block is used for both operationsbifetion is needed, bits in
digits of subtrahend are individually swapped and conmktde¢he adder block. Since this

is achieved by only wiring, no additional hardware resousagsed.
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2.1.2 Cubing

For the Modi ed Duursma-Lee algorithm, we need cubing ofierain GF (3°™) and
it is possible to build a parallel architecture by usf@g (3™) cubing blocks as explained
in the next section. Our aim is to build an optimum cubinguitray GF (3™). Cubing is a
linear operation in characteristic three and we adopt ttienigue presented in [6].

For characteristic three, frobenius map is written as vatlo
X 1 X 1
A ( ax)® (modp(x))=  ax® (mod p(x))
i=0 i=0

This formula can be represented as follows:

S(X 1)
A’ ( a=3x')° (modp(x)) T+ U+V (modp(x))
i=0
R 1 _ 3 1 _ 3w b _
(( a=ax') +( a=3X') + ( a=3x')) (mod p(x))
i=0 i=m i=2m

Here the degrees of the terms U and V are bigger than m and odeel ieduced. For
p(x) = x™ + px' + po andt < m=3, the terms can be represented as follows as also

showed in [6]:

x 1 _ x 1 _
U = a=3X'  (mod p(x)) = a=3x' M( px' po) (mod p(x))
i=m i=m
3(§Q 1) . 3(§Q 1) .
VvV = a=3X' (mod p(x)) = a=sX' “"(@*  pipod +1) (mod p(x))
i=2m i=2m

Reduction is basically done by additions. For irreducibddypomialp(x) = x™ +

pxt + po, eachx™ andx?™ are replaced witl{ px' po) and(a® ppod + 1)1,

INote thatx®™ = (xM)2 =( pX¢ Po)?= a? ppoa +1 in GF(3).
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respectively. However, there remain the terms with degeeesl to or bigger than m after

the rstreduction step. This problem can be solved by peniag reduction one more time.

The result of the rst reduction can be stored in a registel e second reduction can be
done in the next clock cycle. This naturally increases theimam operating frequency of

the block. However since the cubing circuit is not in theicait path, the second reduction
step is implemented in the same clock cycle as the rst redndtep.

We optimize the reduction for the well known polynomggk) = x°% + x¢ + 2 and
calculate the terms to be added in order to achieve reduatidhe same clock cycle.
This optimization for a speci ¢ polynomial results in a vezfcient implementation. We
used 111GF (3) adders to complete the cubing operation. And critical pétihe system

consists of three serially connectéd (3) adders.

2.1.3 Multiplication

The multiplier architecture presented in this section waplemented by Giray Ko-
murcu.

Multiplication is the most important operation for pairingplementations due to its
complexity. Since the modi ed Duursma Lee algorithm regsisF (3°™) multiplications,
we need 18GF (3™) multipliers in parallel, as explained in the next sectiorhefiefore,
designing an ef cient multiplier architecture is the key m ef cient accelerator.

Hardware architectures proposed in the literatureGér(3™) multiplication can be

treated in three major classes: parallel, serial and digitipliers. Firstly, parallel mul-
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tipliers multiply two GF (3™) elements in one clock cycle. Although parallel multiplier
sustain a high throughput, they consume prohibitivelydaaghount of area and reduce the
maximum clock frequency due to very long critical path. ®iacea and time complexity
are very critical parameters for the practical usage ofipgs:; parallel multipliers are not
appropriate on constrained devices.

Secondly, serial multipliers process a single coef ciehtr@ multiplier at each clock
cycle. These types of multipliers require m clock cyclesdachGF (3™) multiplication,
while their area consumption and critical path delay aratretly small compared to other
types of multipliers.

Finally, digit multipliers are very similar to serial myttiers but they process n coef -
cients of the multiplier at each clock cycle rather than glgircoef cient. Consequently,
the operation is completed in m/n cycles. The area consomjgimore than the serial mul-
tipliers and increases with the digit size. Since the aréacak path delay also increases
with the digit size, the choice of n is important due to ared time concerns.

We prefer to use use serial multipliers in our implementatiwhich incur increased
number of clock cycles, while providing a better solutiortenms of area and frequency.
Serial multipliers can also be treated in two classes: gtls@yni cant-element- rst (LSE)
and ii) most-signi cant-element- rst (MSE). Although the is not much difference be-
tween the two types we implement the LSE Multiplier.

As illustrated in Algorithm 1, the reduction is performedsin interleaved fashion.

For interleaved reduction, we subtragt(p, 1X™ 1+ :::+ piX+ pox) from the partial
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Algorithm 1 LSE Multiplier [6] _
Require: A = m,laad;B = : m, - ha, wherea;, b 2 GF (p)

P .
Ensure: C A B= [ 'ca,wherec 2 GF(p)
:.C O

2:fori=0tom 1do

w

C bA+C

B

A Aa (mod p(a))

5: end for

@

return (C)

resultC wheneveml,, 6 0 sincex™ = py, x™ 1 1 px  Ppo.

Two LSE multipliers are designed to examine the effect odxersus generic polyno-
mials on time and space complexities. In the generic desigiiulus polynomial is given
as input to the block. The advantage of the generic desigmaisittcan be used with any
polynomial in characteristic three. This is an importantilglity for systems that may use
more than one polynomials. In case of xed polynomials, thefcients of the polynomial
can be hard coded into the multiplier unit resulting in rechrcof design complexity. For
the xed irreducible polynomial ok®’ + x¢+2, used in many pairing based cryptographic
systems in literature, only tw@F (3) additions are needed in each iteration of interleaved
reduction.

The propose®F (3™) LSE multiplier architecture is shown in Figure 2.1.



Output Register

B input
A Reqgister
A*B(i)
Reduction
Adder
Control Unit

Figure 2.1: LSE multiplier architecture ovéif (3™)

2.2 Tate Pairing

The original Tate pairing is de ned as follows.

16

De nition 1 Let E be an elliptic curve over a nite eld-,. Letl be a positive integer

which is a coprime t@. Generallyl is a prime andj# E(F,). Letk be a positive integer

such thatj(¢¢ 1). Finally, letG = E(F(';). Then the Tate Pairing is a mapping:

hii iG] G=IG! Fyu=(Fy)'

For further information on Tate pairing, we refer the reaodd 2, 10].

(2.1)
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2.2.1 Modi ed Tate Pairing

Duursma and Lee proposed an ef cient way of Tate pairingudatons in character-
istic three [10]. They introduced the algorithm known as Eheirsma-Lee Tate Pairing
Algorithm on a family of supersingular hyperelliptic cusieKwon [23] and Barreto et al.
[4] improved the performance of Duursma-Lee Algorithm fetd Pairing. Their method
for computing the Tate Pairing in characteristic three Knen-BGOS algorithm, is shown
in Algorithm 1 [16].

Following from [4, 5], they constructed their algorithm dmetsupersingular elliptic
curveE(Fg) : y?= x* x  1which is de ned over a Galois eldsF(3™). Letq=3™
wherem is generally a prime anB = (x3;y1) andQ = (Xz;Y,) are points of ordel:
P;Q 2 E [I](GF(3M)). Then the Kwon-BGOS modi ed Tate Pairing on the elliptic

curveE is de ned as the mapping
h;:i :E (GF(3™)[I]] E (GF@3)[]! GF(3*™) (2.2)
which is a function on two point® andQ given as
e(P;Q)=a(P; (Q) = 2GFE™M (2.3)

where = (3°" 1)=land is the distortion map de ned as(Q) = (  Xq Yg)- It
should be noted thatand are the zeros of? + 1 and 3 1, respectively and thus
satisfy 2+1= 3 1=02 GF(3°M).

For the purpose of simplicity and to better emphasize theuéations that will be in-

troduced later in this chapter, we utilize the cuB/Fy) : y> = x3 x+1.



Algorithm 1 - The Kwon-BGOS algorithm [23]
Input: pointsP = (Xq;VY1);
Q=(xz21y2) 2 E [I](GF(3M))

Output: fp( (Q)) 2 FqGZ(Fqg)'

Step Operation Comments

1 f.=1

2: Xz = X3 GF (3™) arithmetic
3: Yo 1= Y3 GF (3™M) arithmetic
4. d:= m (mod 3) GF (3) arithmetic
5: fori fromltom

6: X1 = X} GF (3™) arithmetic
7 y1:= Y5 GF (3™) arithmetic
8: = X1+ X+ d GF (3™) arithmetic
9: = V1Yo 2 GF (3™) arithmetic
10: g:= 2

11: f =13 GF (3%M) arithmetic
12: f=1f g GF(3%M) arithmetic
13: Vo= Yo GF (3M) arithmetic
14: d:=d 1 (mod 3)

15: returnf @ 1

Figure 2.2: Tate Pairing in Characteristic Three
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2.3 Redundant Signed Digit (RSD) Arithmetic

Although carry-free arithmetic decreases the propagatéay in addition operations,
its use for modular subtraction operations introducesisignt problems. When two's
complement representation is used for subtraction, thg caer ow must be ignored. If
there is no carry over ow, the result is negative. Since ¢hean be hidden carry over ow
with carry-free representation, it is hard to be sure thatrésult is positive or negative. It
requires additional operations and additional hardwatechvincreases both latency and
area. The RSD representation was introduced by Aviziehis [@1 effort to overcome this
dif culty.

Arithmetic in the RSD representation is quite similar torgéree arithmetic. An in-
teger is still represented by two positive numbers, howdwemnon-redundant form of the
representation is the difference between these two numbatrthe sum. If the numbet
is represented by® andx" thenX = xP  x".

One advantage of using the RSD representation is that itredies the need for two's
complement representation to handle negative numbers.thus much easier to do both
addition and subtraction operations without worrying dbitxe carry and borrow chain.
Furthermore, the subtraction operation does not requkiagawo's complement of the
subtrahend. It is a more natural representation if bothtaadand subtraction operations
need to be supported. This is indeed the case in the Montgamatiplication and inver-
sion algorithms. Also, comparison of two integers is mudhieravith RSD representation.

After subtracting one integer from the other one, which isnapge addition operation, a
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conventional comparator can be utilized.

2.3.1 Number Representations

As mentioned earlier, the integ&r is represented by two integers; and x", and
X = xP x". For the RSD representation, we reserve the notdtdrx") to represent

the numbeiX . The RSD representation for extension elds is describefdiows:

1. Prime eld GF (p): Elements of the prime eldGF (p) may be represented as in-
tegers in binary form. In the binary RSD representation itgtsl can have three

different valuesi1, Oand 1. These three digit values are represented as

11 (10
0! (0;0)
11 (0;1)

2. Binary extension eldGF (2"): Elements of the eldGF (2") may be considered
as polynomials with coef cients fronGF (2). This allows one to represe@i- (2")
elements by simply ordering its coef cients into a binaryirgj. Since there is no

carry chain inGF (2) arithmetic, a digit can have the valugsr 0. These values are
represented as:
1! (1,0

0! (0;0)
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3. Ternary extension eldsF (3™): Elements of the extension el&F (3™), may be
considered as polynomials ov8F (3). The coef cients can take the value®, 1,
0, 1, and2. However, since there is no carry propagatiorGh (3™) polynomial
arithmetic, the digit values 2 and2 are congruent td and 1, respectively. The

RSD representations for possible coef cient values aremas

2 1 (0;1)
11 (10
0! (0;0)
11 (01)
2 1 (1,0)

2.4 Robhust Codes

A class of non-linear systematic error detecting codesadled “robust codes”, were
proposed by Karpovsky and Taubin [18]. They can achievenggiiy according to the
minimax criterion, that is, minimizing over ah; k) codes the maxima of the fraction of
undetectable erroi®(e) for e 6 0. The following de nition from [18] rigorously de nes

a particular class of non-binary codes.

De nition 2 LetV be alinearp-ary (n; k) code ¢  3is a prime) withn < 2k and check
matrixH = [Pjl]withranKP) = r = n k. ThenCy = f(x;w)jx 2 GF(p“);w =

(Px)? 2 GF(p")g.
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To quantify the performance @&, we need a metric. The error masking probability

for a given non-zero erra = ( &; e,) may be quanti ed as

ifxj(x+ e;w+e,) 2 Cygj

Qe) = iCv]

Note that we call the cod@y robust, if it minimizes maxima of)(e) over all possible
non-zero errors. Reference [18] provides the followingtieen which quanti es the error

detection performance of the nonlinear cdgie

Theorem 1 For Cy the seE = fgQ(e) = 1 gofundetected errorsis@ r)-dimensional
subspace 0, p¢ p* " errors are detected with probabilityand remaining" p* errors

are detected with probability p '.

These codes achieve total robustness for the casek, when the subspace of un-
detectable errors collapses to the zero codeword and atzeanerror patterns can be
detected with a probability of eithdr p " or 1. The reduced overhead for the casek
is obtained at the expense of the loss of total robustnessieteless, some important
properties of robust codes are retained: Contrary to liseaoding schemes, the probabil-
ity of missing an error is largely data-dependent. This hes\w@ry important consequence:

an active adversary trying to induce an undetected errdr@mata would need to
know the value of the data a priori in order to compute an wadable error pattern

induce a fault with suf cient spatial and temporal accuracyh as to successfully

re-create the matching error in the device.
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In a linear scheme, any error pattern that is a codeword ng@éllead to a successful

compromise, regardless of the value of the targeted datarve&lthough there also ex-

ist some error patterns in the robust scheme which will escigpection, their number is
signi cantly smaller than in linear schemes. For robustinogdschemes, the number of
such (undetected) error vectors can be made exponentmadll} by linearly increasing the
number of redundancy bits. Hence, an attacker will haveiaily no chance of inserting
an undetectable error vector, unless they read the targgetvdator rst, then compute an
appropriate error pattern, and precisely insert the coatppattern with high spatial and

temporal resolution.
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Chapter 3

Our Uni ed Arithmetic Unit

Parts of this chapter were presented in [26].

We rst build a uni ed arithmetic core for the basic arithnmebperations (i.e., addition,
subtraction and comparison). The core is uni ed so that it parform the arithmetic
operations of three extension eld&F (p), GF (2") andGF (3™). Since the elements of
the three different elds are represented using a very sindhta structure, the algorithms
for basic arithmetic operations in these elds are struatyridentical. We use this fact to

our advantage to realize a uni ed arithmetic core.

3.1 The Architecture

The conventional 1-bit full adder assumes positive weidgbtsall of its three binary
inputs and two outputs. However, full adders can be gerzedlio have both positive and

negative-weight inputs and outputs. This allows us to corstin adder design with both
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inputs and outputs in RSD form, since we can have negativghw@&umbers as inputs.
In our core design, we used two forms of the generalized fidleas as shown in Figure
3.1: one negative weight input (GFA-1) and two negativeghieinputs (GFA-2). Note that

GFA-0 is identical to a common full adder design.

x y x y x y
Logic 7 7 7
symbol

Type GFA-0 GFA-1 GFA-2

Function X+y+z = 2c+s X-y+z=2c-s -X+y-z=-2C+s

Figure 3.1: Generalized full adders

The logic behaviors of a common full adder and two generdlin# adders are shown
in Figure 3.2. As visible from the truth tabl§FA 1 andGFA 2 have the same
logical characteristics. The only difference is the ordehe inputs and outputs. The same
hardware is used for both types of generalized full addeosvaver, it should be noted that
the decoding of the outputs are different. B¥ A 1, the resultis decoded @ s. For
GFA 2, theresultis decoded as2c + s.

A single digit uni ed adder unit is constructed using two bétgeneralized full adders
as shown in Figure 3.3(b). The uni ed adder unit has two digitRSD representation as
inputs and one digit in RSD representation as output. Theduwligit adder unit also has
carry input and output, which are only used for arithmetiGia(p). In total, the unit has

5 bits input and 3 bits output.
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Figure 3.2: Logic tables of the three generalized full adder

We start by designing the hardware for the prime el@¥=((p)) rst. Two generalized
full adders connected in the con guration shown in Figurg(8) is suf cient to handle
the digit arithmetic ofGF (p) elements. To make the adder architecture work3en2")
arithmetic, we inhibit the carry chain. Also, since the tigian only have the valuég; 0)
and(1; 0), the negative weight inputs of the adder are set to 106gic

Modifying the adder design to make it also work f6F (3™) is more dif cult since the
hardware works for base two and we need to support base thheecarry-free structure
of the GF (3™) arithmetic operations makes our task easier. When cargum@rithmetic
operations irGF (3™), the outputs of the adders have to be decoded. Since theadjeadr
full adder works in binary form, the output is also in binaWye need to convert this output
to base3 before entering the data into the second generalized fdéad\n XOR gate and
an AND gate is suf cient for this conversion as shown in Fig3t3(b). There is also need

for multiplexers, where the select inputs of the multipksxdetermine the eld in which
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(a) Single RSD adder unit. (b) Uni ed RSD adder unit.

Figure 3.3: RSD adder unit with both inputs and outputs in R&

the adder is operating. The carry bits are only used whenitbeitcfunctions inGF (p)

mode. In Figure 3.3(bx1 ands0 are the select inputs of the multiplexers. The modes of

the hardware are:

[s1;s0]=0;0 ! GF(p)
[s1;s0]=0;1 ' GF(2")
[s1;s0]=1;0 ! GF(3™)
Now we need to cascade single digit RSD units in order to build an n-digit RSD

adder. Figure 3.4 shows the backbone of the structure. Enene 1-digit RSD adders and

one GFA-1 adder to handle the last carry bit, which is omitte®F (2") andGF (3™).
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Figure 3.4: RSD adder

In gure 3.4, it can be seen that the carry bits of each RSD addg is propagated to the
consecutive adder unit. It should be noted here that sireedhry output of each adder
unit is an output from the rst GFA, this carry bit propagatady to the second GFA of

the consecutive adder unit, as can be seen in Figures 3r&{8.3(b).

3.2 Arithmetic Operations

3.2.1 Addition

The addition operation is implemented as shown in Figure B¥ negative and posi-
tive parts of the numbers are entered accordingly and tleets@lputs of the multiplexers
are set for desired eld operations. There are also two obitputs to the adder for select-
ing the eld, sel, andselk;, which are not shown in Figure 3.4. These inputs are decoded
accordingly and they determine the select inputs of theiptekers. It should be noted that

in Figure 3.4, carry propagation occurs only between neghyg cells.
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3.2.2 Subtraction

Subtraction operation is identical to the addition operatiThe only difference is that
the positive and the negative parts of the numbers in RSD fmanswapped before the

operation. Swapping the positive and negative parts nedgiagenumber:

X = (xP;x")y=xP x"
Yo=Yy =y
X Y = (xPx") (P y") = (xPix™) + (y";yP)

3.2.3 Comparison

To compare two numbers given in the RSD representationpmgt must be subtracted
from the second one. After subtraction, the positive anditiegicomponents of the result
are compared. This can be realized using a conventionalaatgy design. If the positive
part is larger, the rst number is greater than the second tribe negative part is larger,
the second number is greater than the rst one. If both pagsqual, then the numbers
being compared are equal.

The comparison operation has 2 components: RSD adder anpacator. There is
already RSD adders in the design and one of them could beadifor comparison. Also,
a single RSD adder can be instantiated for comparison reasdy, without a signi cant
area overhead.

Furthermore, a conventional comparator is used for comgainie positive and negative
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parts of the resultant of the subtraction operation. Wegtesl this comparator using
Verilog and synthesized with Synopsys Design Compiler Wit8 m ASIC library. For
synthesis we used two target frequencies: 500 MHz and thenmaiax frequency for the
circuit. For the maximum frequency, we setup the synopsyis to push the limits of the
critical path and optimize as much as possible for timinge Tésults are shown in Table

3.1.

word 500 MHz Max. Freq.

length| Area| CPD(ns)| Area | CPD(ns)
8 47 0.72 70 0.39
16 95 0.80 161 0.42
32 191 1.24 391 0.49
64 451 1.35 756 0.55

Table 3.1: Implementation results of comparator desigh different word sizes.

We also implemented a single RSD adder to utilize for conspari Synthesis results
showed that the minimum CPD of a single RSD adder is 0.66 nss Shows that the
critical path of an adder and a comparator connected backdk Wwill not be more than
the overall circuit, even for the 64-bit case. Thus, the waythparison operation can be
performed in a single clock cycle.

It should be noted that most of the eld arithmetic operasioequire the equality com-
parison of 2 numbers. Hence, a much simpler comparator ¢cxmuidilized for comparison

operations.
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Chapter 4

Uni ed Montgomery Multiplier

Implementation

In this chapter we explain the multiplier design which impents Algorithms 2 and 3
in a single architecture. We do not go into the detail of thabgl control logic path since

its function can be inferred easily from the algorithms.

4.1 Montgomery Multiplication

4.1.1 General Algorithm

The Montgomery multiplication algorithm [24] is an ef ciemethod for performing
modular multiplication with an odd modulus. The algoritheplaces costly division oper-

ations with simple shifts, which are particularly suitabide implementations on general-
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purpose computers.

Given two integer#\ andB, and the odd modulusl , the Montgomery multiplication
algorithm computeZ = MonMul(A;B)= A B R 'modM, givenA;B <M andR
such that gcd®; M) = 1. Even though the algorithm works for aRywhich is relatively
prime toM, it is more useful wheRR = 2" wheren = dlog,(M )e. SinceR is chosen to be
a power of2, the Montgomery algorithm performs divisions by a power pivich is ba-
sically shift operations in digital computers. The Montgasnmultiplication algorithm for
binary extension eldsGF (2") are rst introduced in [21]. We describe the Montgomery
multiplication algorithm for ternary extension eldSF (3™) in the subsequent sections.

The proposed adder design is used to build a Montgomerypiialtarchitecture. Since
we want our hardware to support arithmetic in three differelds, we identify similari-
ties between the arithmetic algorithms and integrate theyather into a single hardware

implementation.

4.1.2 Montgomery Multiplication Algorithm for GF (p) and GF (2")

The use of a xed precision word alleviates the broadcashbier in the circuit imple-
mentation. Furthermore, a word-oriented algorithm allosign of a scalable unit. For a
modulus ofn-bit precision, and a word size of-bits,e = d(n + 1) =wewords are required
for storing eld elements. Note that an extra bit is used for variables holding the partial
sum in the Montgomery algorithm f&F (p), since the partial sums can regech+ 1) -bit

precision. The algorithm we used ([37]) scans the multgyct operand word-by-word,
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and the multiplier operand bit-by-bit. The vectors used in multiplication operaticare
expressed as

B = (B¢ D;::::BD:BO);

A = (a, 1,05 a;a);

(p® Y5 p?;p9);

©
|

where the words are marked with superscripts and the bitsarked with subscripts. For
example, theth bit of thekth word ofB is represented a?.i(k). A particular range of bits
in a vectorB from positioni toj wherej > i is represented &8 . (Xjy) represents the
concatenation of two bit sequences. Finallystands for an all-zero vector ofbits. The
algorithm is shown in Algorithm 2.

We use the RSD form for every vector in the multiplicationaalthm, so each bit
expressed in this algorithm is represented by two bits it#drdware, positive and negative
parts of the numbers. As an examplg: = (Tg,; Tg,,)-

TheGF (2") version of the algorithm is structurally identical with gra few minor dif-
ferences. First of all, the operands and temporary variBlalee represented as polynomials
in the algorithm. The modulus is also a polynomRlx). As a result of the polynomial
arithmetic, the addition symbols, i.e. "+' represent cdrge addition or bit-wise XOR
operation. Since polynomial addition is a carry-free opera Carry is ignored in Steps

3;5; 7and9. Also, Stepl3is not operated.
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4.1.3 Radix-3 Montgomery Multiplication Algorithm for GF (3™)

Montgomery multiplication algorithms f&gF (p) andGF (2") are similar to each other
because they are both implemented in ra@lisince the Montgomery multiplication algo-
rithm for GF (3™) is implemented in radiy3; the algorithm needs to be modi ed. We al-
ready explained the differences for the addition part in R§Wesentation and we showed
that radix2 and radix3 representations can be both implemented on a single hazdwar

We will use polynomial basis representation f8F (3™). For a modulus size an
and a word size ofv, e = d(m + 1) =we words are required. Since there is no carry
computation inGF (3™) arithmetic, there will be no need for any extra digits usdukeot
than those used for the variable polynomials. Every coefhtiof the operands and the
modulus is represented by two bits in the hardware, one fptsitive part and one for
the negative part, since the coef cients are in RSD repragiem. The algorithm scans the
words of operand (x), and the coef cients of operanél(x). In radix-3 representation,

the polynomials used in multiplication operation are espegl as

B(x) = (0P xCHW4 g g xW+ g0,

A(x) (an 1 X" '+ i+ X+ a);

p) = (PP X DY e g x4 pO);

where the words are marked with superscripts and the caeftsiare marked with sub-

scripts. For example, tHeth coef cient of thek-th word of B (x) is represented &8

The algorithm is shown in Algorithm 3.
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4.2 Pipeline Organization

The presented Montgomery multiplication algorithms hawve same loop structure:
outer and inner loops with the variablieandj , respectively. Each processor unit (Pl
responsible for one step of the outer loop with the variableach PU receives the digit
as input. Also, every PU receiv&!), pi) andT() as inputs, according to the inner loop

variablej . The pipelined organization is shown in Figure 4.1.

| SR-A |

1
T T

o
o o
— — -

PU PU

P
Stage 1 Stage k

Figure 4.1: Pipeline organization for the Montgomery Muligr

An important aspect of the pipeline is the organization @f tbgisters. The digits;
of the multiplierA are given serially to the PUs, and are used only for one iteraif
the outer loop. So they can be discarded immediately afeer Tikerefore, a simple shift
register with a load input will be suf cient. Also, ratherah storing the multiplieA in a
register, we can have a serial input for every digit and weestoly the necessagy digit

inside a register, only when it is needed. This will redueedhea and power consumption

1We will de ne the internal structure of the PU in the follovgrsection
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of the architecture. The registers for the modyduend multiplicandB can also be shift
registers.

The multiplication starts with the rst PU by processing tingt iteration of the outer
loop of the algorithm. As can be seen from Algorithm 2, theadatjuired for the second
iteration will be ready after 2 clock cycles. Therefore, #sond PU has to be delayed
from the rst PU by 2 clock cycles. This is realized by using two stages of regssie
between. Also, these registers are handling the shift tipasafor the partial sum (Step
of Algorithm 2) as shown in Figure 4.1.

When the rst PU nishes the operations of an iteration stéphe outer loop, it starts
working on the next available iteration loop, and the secBhidwill be done in2 clock
cycles and start working on the next available iteratione $hme computation pattern is
repeated for the entire pipeline organization.

If there are suf ciently many PUs, the rst PU will be done Wwithe rst iteration of
the loop when the last PU operates on the last iteration oénee loop. There will be
no pipeline stall and no need for intermediate shift regsste hold the data. The pipeline
can continue working without stalling. This condition idisad if the number of PUs is
at least half of the number of words of the operand. Howevénere are not suf ciently
many PUs, which means that a pipeline stall occurs, the nosdarid multiplicand words
generated at the last stage of the pipeline have to be storedisters.

The shift registerSR T, SR pandSR B to hold these values when there is

pipeline stall. The length of these shift registers is ot@limportance and is determined
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Figure 4.2: Processing Unit (PU) witln= 3.

by the number of pipeline stag&sand the number of wordsin the modulus. The width
of the shift registers is equal t®, the word size. The length of these registers can be given
as 8
Ee 2 (k 1) : ife 2k
L =

; 0 : otherwise

4.3 Processing Unit

The processing unit consists of two layers of adder blocksnoed arithmetic cores
(cf. Section 3). The arithmetic core is capable of perfognamidition and subtraction
operations in the eld$GF (p), GF (2") andGF (3™). The block diagram of a processing

unit with word sizew=3 is shown in Figure 4.2.
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As can be seen in the gure, a PU is responsible for perforritiegoperation
a B+ 10 pi),

This step is common for all the three elds, so this part of Big is a very simple com-
bination of the uni ed arithmetic cores. The inputs to thesklers come from decoders
designed to handle arithmetic in three different elds.

We need a simple logic for multiplying a single digjtof the multiplierA with a word
B() of the multiplicandB to realized the rst para; BU) of the operation. Since;
can only have the valug®; 0), (1;0) or (0; 1), the result ofa; BU) can be0, BU) or

1 B0) respectively. Negating an integer is realized by simplymirgg the positive
and negative bits of its digits. A simple special encoder idoe suf cient for this. We
need another logic circuit to determine the parity in eaehation of the outer loop. We
check the right-most digit of the modulus, ipg.’) and the right-most digit of the operation

TO = a, BO+ 7O T and determine the parity:
8

% ©;0) : if T? =(0;0)
Parity = _ (0;1) : if pf’ = T
~ (3;0) : otherwise
This is very similar to the encoder logic we used earlier. Oifierence is that since the
parity is computed only once for every iteration step, itdet® be stored in a register after

being computed by the PU.
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4.4 Complexity Analysis

As mentioned earlier, if the number of PUs is at least halfhef humber of words
in the operand, the pipeline will not stall and every PU withtinuously operate. For
multiplication, the total cogwputation time, latency (dkoxycles), is given as

2 2m 1)+e if e 2k

Latency = 4.1)
(7 )e+2((m 1)modk) otherwise

The graphs given in Figure 4.3 illustrate how the latency aiiyomery Multiplication

changes for various operand lengths and for a variable nuaitf&Js.
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Figure 4.3: Computation time of Montgomery Multiplicatiéor various number of PUs
and operand lengths.

Table 4.1 shows the estimates for the number of clock cy@gsired for realizing

ECC scalar point multiplication, RSA exponentiation, amdelpairing computations with
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the modi ed Duursma-Lee algorithm. We pick a word size8adligits. For the imple-
mentation of ECC witlL60-bits we assume mixed coordinates and the NAF representatio
are used to realize the scalar point multiplication operatiFor point doubling we use
Jacobian coordinates and for point addition we use af neeien coordinates. For RSA
we assume a full 1024-bit exponent and use the square nyuddigbrithm. The Tate pair-
ing computation is realized using the modi ed Duursma-LEpathm [19] over the eld

GF (3% 97) (The original Duursma-Lee algorithm was proposed in [11]).

Note that the chosen lengths provide similar levels of sgcuiWe are not getting
into the details of the clock cycle computations for the EG@ &SA cases since the
computations are trivial. For the Tate pairing case we nioé the modi ed Duursma-
Lee algorithm [19] iterate97 times and works by performing the operations in the eld
GF (3%). In each iteratior20 multiplications and10 cubing operations are carried out
in the eld GF(3%). Each cube computation may be realized via two multiploregi
bringing the total number of multiplications #0 per iteration of the main loop of the
modi ed Duursma-Lee algorithm. Including the additionatultiplications performed in
the initialization of the algorithm the total number of mplications are found a40 97 +
4 = 3884. In the4 PU case the latency of one multiplication is found using Egquad.1
as312clock cycles. Hence, the total paring computation reque&®4 312 = 1211808
cycles. For thé& PU case the latency of one multiplication operation is foas#05clock

cycles leading to a total number 896220clock cycles.



Number of | 160-bit ECC | 1024-bit RSA | Tate Pairing
GF (3%)
PUs (clock cycles)| (clock cycles)| (clock cycles)
4 1507728 50340864 1211808
8 772524 25187328 796220
16 630708 12628992 796220
32 630708 6386688 796220
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Table 4.1: The execution times for ECC scalar multiplicatiBSA Exponentiation and
Modi ed Duursma-Lee algorithms

Number of | 160-bit ECC | 1024-bit RSA | Tate Pairing
GF (3%)
PUs (msec) (msec) (msec)
4 3.015 100.681 2.424
8 1.545 50.374 1.592
16 1.261 25.258 1.592
32 1.261 12.773 1.592

Table 4.2: Execution times at frequericy= 500 MHz (Section 4.4.1)

4.4.1 Results and Comparison

In this section, we provide implementation results of thepmsed uni ed architecture

to demonstrate its advantage over classical architectweslso include the implementa-

tion results of uni ed Montgomery multiplier circuit thatperates in three nite elds. In

addition, we present a qualitative comparison of the preg@schitecture with previously

de ned architectures.
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PU Architecture

The presented architecture was developed into Verilog megdand synthesized using
the Synopsys Design Compiler tool. In the synthesis we used SMC 0.13 m ASIC
library and assumed a word size of 8 bits. The maximum opeydtequency of the design
was found as 800 MHz. However, the synthesize tool will trppdimize the circuit for
timing if we set the target frequency at 800 MHz. Thus, for tést of this section, we
assume a target frequency of 500 MHz for synthesis resulke tifing results at 500
MHz for three prominent public key operations are given ibl&a4.2. We note that if
the pipeline does not stall, as the number of PUs increasa®gister space will increase.
Otherwise, the register space will stay constant with iasireg number of PUs.

For proof of concept, we built and synthesized different RAdeking on different elds.
First category of implementations are those working on glsireld only. The implemen-
tations, denoted a&1, A,, andA3, are those working in eld$F (p)-only, GF (2")-only,
andGF (3M)-only, respectively. In the second category, there are twed architectures.
The implementation, denoted Ag, is a uni ed architecture working in both eld&F (p)
andGF (2"). And nally, the implementatiorAs is the uni ed architecture working in
all three elds, namelyGF (p), GF (2"), andGF (3™). All ve architectures are imple-
mented for three different word size%,16, and32and the implementation results of these
architectures are summarized in Table 4.3.

From Table 4.3, the cost of uni ed architectures compare@fkqp)-only implementa-

tion can be captured as overhead both in the area and cpatialdelay (CPD). However,



43

word A, A, Aj Ay As

length| Area | CPD | Area| CPD | Area| CPD | Area | CPD | Area | CPD
(ns) (ns) (ns) (ns) (ns)
8 516 | 1.91| 91 | 0.77| 656 | 1.92| 576 | 1.87 | 795 | 1.91
16 963 | 1.90| 168 | 0.79| 1257 | 1.92 | 1034| 1.90 | 1556| 1.92
32 11980| 1.89| 329 | 0.84| 2534| 1.92 | 2132| 1.90 | 3013| 1.92

Table 4.3: Implementation results of a PU with different disizes.

the gures in Table 4.3 hardly give an idea about the advantddghe uni ed architectures.
Apparently, the advantage of the uni ed architectures angng in the area without too
much adverse effect on the critical path delay. In order tasuee the advantage of the
uni ed architecture, we used (Area CPD) as the metric. We rst investigated the rst
uni ed architectureA, that has a single datapath f&F (p) and GF (2") and compared
it against the implementation results of a hypotheticahiéecture, denoted a&; + A,,
that has two separate datapaths@dt (p) andGF (2"). For the hypothetical architecture
A1+ A,, the area is the sum of areasfofandA, architectures while the critical path delay
is the maximum CPD of these two architectures. The impleat&mt results are summa-
rized in Table 4.4. The improvement of the architecture imfbto be abou?%-8:5%in
terms of the Area CPD metric.

Similarly, we also investigated the advantage of the uneechitectureAs over a hy-
pothetical architecturdy; + A,+ Az, that has three separate datapaths for the &8gp),
GF (2"), andGF (3M). The results, summarized in Table 4.5, show that the adgardf

using the uni ed architecturéds is at leas84:83%in terms of the metric (Area CPD).
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word Area CPD

Iength A, ‘ A, ‘ A+ A, ‘ Ay A, ‘ A, ‘ AL+ A, ‘ Ay
8 516 | 91 607 576 | 1.91| 0.77 1.91 1.87
16 963 | 168 1131 1034 | 1.90| 0.79 1.90 1.90
32 |1980| 329| 2309 |2132]1.89|0.84| 1.89 1.90

word Area CPD | improvement
Iength A+ A, ‘ As %

8 1159 | 1077 7.07

16 2149 | 1965 8.56

32 4364 | 4051 7.17

Table 4.4: Advantage of the uni ed architectukg, for GF (p) andGF (2")

The improvement gures in Table 4.5 clearly demonstraté tha uni ed architecturéis

provides far superior performance compared to the cldssicad architectures working

for only the eldsGF (p) andGF (2").

word Area CPD
Iength A3 ‘ Al + A2 + A3 ‘ A5 A3 ‘ Al + A2 + A3 ‘ A5
8 656 1263 795 | 1.92 1.92 1.91
16 | 1257 2388 1556 1.92 1.92 1.92
32 | 2534 4843 3013| 1.92 1.92 1.92
word Area CPD improvement
length| A1+ Ay + Az | As %
8 2425 1518 37.40
16 4585 2988 34.83
32 9299 5785 37.78

Table 4.5: Advantage of uni ed architectute, for GF (p), GF (2"), andGF (3™).

In order to see more clearly what one can gain with the newadarchitecturéis

over the classical ondy,, we also compared the two uni ed architectures in terms ef th
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Area CPD metric. The results summarized in Table 4.6 highlighésadvantage of the

new uni ed architecture over the classical one, which issast32%

word Area CPD Area CPD | improvement
Iength As+ Az ‘ As As+ Az ‘ As | As+ Aj ‘ As %

8 1232 | 795 192 191 2365 | 1518 35.81

16 2291 | 1556| 1.92 | 1.92| 4399 | 2988 32.07

32 4666 |3013| 192 |1.92| 8959 |5785 35.43

Table 4.6: Advantage of the new uni ed architectégover the classical uni ed architec-
tureA,

From Tables 4.3, 4.4, 4.5 and 4.6, we can conclude the stiglg@operty of the uni ed
architecture and the pipelining organizations. The cati@h between the word size of a
single PU and area numbers is linear. Also, increasing threl wize does not alter the
critical path delay of the entire circuit. This scalabilgyoperty is also true for the number
of PUs used in the architecture. Tables 4.1 and 4.2 showsithaumber of PUs is linear

with the latency numbers before the saturation of the nurabBtJs.

Montgomery Multiplier Architecture

The Montgomery multiplier architecture presented in Sscd was developed into
Verilog modules and synthesized using the Synopsys Desigmpier. In the synthesis we
used the TSMC 0.13m ASIC library and assumed a word size of 8 bits. The maximum
operating frequency of the multiplier architecture wasfdas 800 MHz. This shows that
the PU constitutes the critical path of the entire desigre 3ynthesis results showed that

the area of the multiplier for 4 PUs and 8 PUs was 11,512 an8615wo-input NAND
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equivalent gates, respectively. We note that as the nunfd@Us increases, the register
space will increase if the pipeline does not stall. Otheswtbe register space will stay
constant with increasing number of PUs.

Similarly, we also investigated the advantage of the uniahtgomery multiplier ar-
chitecture over a hypothetical architecture that has thegmrate datapaths for the elds
GF (p), GF(2"), andGF (3™). The results, summarized in Table 4.7, show that the advan-
tage of using the uni ed architecture is at least ab®b%in terms of the metric (Area
CPD). The improvement gures in Table 4.7 clearly demortstthat the uni ed multiplier
architecture provides far superior performance comparehd classical uni ed architec-

tures working for only the eldsGF (p) andGF (2").

# of Area CPD Area CPD improvement|

PUs | Separatg Unied | Separateg Unied | Separatg Uni ed %
Paths Paths Paths

4 10644 | 8372 2 1.91 21288 | 15991 24.88

8 15672 | 12128 2 1.91 31344 | 23164 26.10

Table 4.7: Synthesis results for Montgomery multiplietetectures, with uni ed and sep-
arate datapaths.

For our architecture, the nal results are in the RSD formteAfthe eld operations
are completed, the results need to be converted back to theecooventional form before
being sent to the adversary. For example, if we are using oltiptier in a Dif e-Hellman
protocol, we need to perform an exponentiation operati@b. rDuring the exponentia-
tion operation, the intermediate results will stay in theDR®rm. After completing the

exponentiation operation, the nal result has to be cormahkack to the desired form, de-
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pending on the protocol. This conversion can be performediBeutilizing an 8-bit ripple
carry adder. Since this is done only once, the latency oaeliiteproduces is negligible,
we could even use a bit-serial adder. However, we built art 8gple carry adder using
Verilog and synthesized it with Synopsys Design Compilathw:13m library with a
target frequency of 500 MHz. Synthesis results showed teactitical path of this adder
is 1.34 ns, which is in the range of our multiplier circuit.elarea of this adder is 66 gates
equivalent. Thus, a word-serial addition operation candréopmed without a signi cant

area or latency overhead.

Comparison with Previous Uni ed Architectures

In this section, we compare the new architecture againgirtheously proposed uni ed
architectures in [1, 17, 33, 34, 35, 38, 43] to put it in a pecspe in relation to other
uni ed architectures. The architecture in [34] is the rstdhperhaps the most basic uni ed
architecture, whose simpli ed processing unit (PU) foredmits is shown in Figure 4.4.
It basically consists of two layers of dual- eld adders (thdd with or without carry) and
assumes that all inputs are in non-redundant form. It kempgaorary result in redundant
form and therefore the nal result is produced in redundamirf as well. Consequently,
the result must be converted back to non-redundant fornrtiién computation is needed,
which is the case with all public key cryptography algoriginkor instance, a scalar point

multiplication in ECC with moderate security level (e.g. OH6it) requires hundreds of
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Figure 4.4: Processing Unit (PU) of the Original Uni ed Artdcture withw = 3.

multiplicationg, which results in as many conversion operations.

The redundant representation used in previous uni ed ggchires is the carry-save
form, where an integer is represented as the sum of two attegers. The disadvantages
of carry-save form are that i) two integers in carry-savefa@aannot be compared, and ii)
subtraction is costly. Therefore, the partial resultsmiyithe computations of cryptographic
operations (i.e. elliptic curve scalar point multiplicatj RSA exponentiation, etc.) must
be converted back to the non-redundant form after everyiphicition operation. The cost
of the back transformation is two-fold: i) area for convert&cuit and ii) time overhead
(clock cycles) for reverse transformation. At the expenisextra overhead in time, the

need for an extra inverter circuit can be eliminated as sstggdn [43], where conversion

2More than a thousand multiplications are required for tlmeesaecurity level if the projective coordinates
are used.
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is achieved by repeated carry-save addition.

In summary, all previously proposed uni ed architectures designed to ef ciently
perform a single eld multiplication operation. They offeéifferent properties to be appeal-
ing from various perspectives. The original uni ed archtige [34] utilizes single-radix,
where the multiplier is scanned one bit at a time. [1, 38] ps®s uni ed multipliers that
scan the multiplier two or three bit at a time in order to regltlee cycle count without too
much adverse effect on the critical path delay. The muéiph [35] scans higher number
of multiplier bits in GF (2") mode than inGF (p) mode in order to speedup tl@&F (2")
multiplication. The multipliers in [17, 43] are not scalelfl.e. work for a xed precision)
while the architecture in [43] is suitable for performindnet eld operations with the aid
of conversion between redundant and non-redundant regedems. Finally, [33] intro-
duces a word-level (i.e.-bit  r-bit) uni ed multiplier to be used in a ECC processor. An
extensive comparison of all uni ed architectures and theppsed one is summarized in
Table 4.8.

The proposed uni ed architecture is currently a singlexathplementation. However,
it can easily be modi ed to work in higher radix or dual radicey applying the design
techniques in [1, 38, 35]. There is support for other aritheneperations such as com-
parison and subtraction 8F (p)-mode due to the new redundant signed representation.
This support also exist in [43] at the expense of conversperations from redundant to

non-redundant representation.
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Arc. GF(3) | Scalable| Conversion|  High Dual Support for

support Necessary? Radix Radix Comparison

Possible?| Possible?| &Subtraction
[1] No Yes Yes High-radix No No
[17] No No Yes No No No
[33] No No Yes No No No
[34] No Yes Yes Extensible| Extensible No
[35] No Yes Yes High-radix | Dual-radix No
[38] No Yes Yes High-radix No No
[43] No No Yes No No Yes
proposed Yes Yes No Extensible| Extensible Yes

Table 4.8: Comparison of uni ed architectures(Arc.)

4.5 Power Consumption

The presented architecture was developed into Verilog megdand synthesized using
the Synopsys Design Compiler tool. In the synthesis we used SMC 0.13 m ASIC
library. We assumed a target frequency of 500 MHz for synshresults.

For proof of concept, we built and synthesized different RIdeking on different elds.
The implementations, denotedAg, A,, andAs, are those working in eld$sF (p)-only,
GF (2")-only, andGF (3™)-only, respectively. In the second category, there are iwed
architectures. The implementation, denotedAgs is a uni ed architecture working in
both elds GF (p) andGF (2"). Finally, the implementatioAs is the uni ed architecture
working in all three elds, namel%F (p), GF (2"), andGF (3™). All ve architectures are
implemented for three different word siz&s,16, and32 and the implementation results of
these architectures are summarized in Table 4.9.

From Table 4.9, the cost of uni ed architectures compare@Fkdqp)-only implemen-



word A]_ A2 A3
length| Average | Leakage| Average | Leakage| Average | Leakage
(W) (W) (W) (W) (W) (W)
8 294.1275| 6.8174 | 95.2853 | 2.3031 | 291.1586| 7.7956
16 | 575.0258| 13.1837| 183.3014| 4.4212 | 569.4142| 15.2590
32 1131.6 | 25.8050| 367.1780| 8.6914 1122 30.0756
word Ay Asg
length| Average | Leakage| Average | Leakage
(W) (W) (W) (W)
8 336.9356| 7.9878 | 393.1408| 10.1903
16 | 657.6506| 15.4158| 767.4490| 19.6494
32 1285.3 | 30.4312| 1516.3 | 38.4589

Table 4.9: Power consumption of a PU with different word size

tation can be captured as overhead in power consumption. rgéenvestigated the rst
uni ed architectureA, that has a single datapath & (p) and GF (2") and compared
it against the implementation results of a hypotheticahiéecture, denoted a&; + A,
that has two separate datapaths@d (p) andGF (2"). For the hypothetical architecture
A1+ A,, the total power consumption is the sum of that ofAheandA, architectures. The

implementation results are summarized in Table 4.10 ante®ahl. The improvement of

the architecture is found to be abdit%14%

word Average Power{V )

length Ar | Ay [Ai+A;| A; |Improvement
8 294.1275| 95.2853 | 389.4128| 336.9356 13.47%
16 575.0258| 183.3014| 758.3272| 657.6506 13.27%
32 1131.6 | 367.1780| 1498.778| 1285.3 14.24%

Table 4.10: Advantage of the uni ed architectukg, for GF (p) andGF (2") for average

power consumption
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word Leakage PowenV )

length| A; | A, |Ai+A;| A, [Improvement
8 6.8174 | 2.3031| 9.1205 | 7.9878 12.41%
16 13.1837| 4.4212| 17.6049| 15.4158 12.43%
32 | 25.8050| 8.6914| 34.4964| 30.4312 11.78%

Table 4.11: Advantage of the uni ed architectukg, for GF (p) andGF (2") for leakage
power

Similarly, we also investigated the advantage of the uniadhitecture As over a
hypothetical architecturéd; + A, + Agz, that has three separate datapaths for the elds
GF (p), GF (2"), andGF (3™). The results, summarized in Table 4.12 and Table 4.13, show
that the advantage of using the uni ed architectukg,is around40%in terms of power
consumption. The improvement gures in Table 4.12 and Tdble clearly demonstrate
that the uni ed architecturés provides far superior performance compared to the cldssica

uni ed architectures working for only the eld&F (p) andGF (2").

word Average Power{V )
length| A;+ A+ Az |  As | Improvement
8 680.5714 | 393.1408| 42.23%

16 1327.7414 | 767.4490, 42.19%
32 2620.778 1516.3 42.14%

Table 4.12: Advantage of uni ed architectubg;,, for GF (p), GF (2"), andGF (3™) for
average power consumption.

In order to see more clearly what one can gain with the newadarchitecturé\s
over the classical onéd4, we also compared the two uni ed architectures in terms of
power consumption. The results summarized in Table 4.14ligigts the advantage of the

new uni ed architecture over the classical one, which issast35%
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word Leakage PowenV )

length| A1+ A, + Az | As | Improvement
8 16.9161 10.1903 39.76%
16 32.8639 19.6494 40.21%
32 64.572 38.4589 40.44%

Table 4.13: Advantage of uni ed architectubg;,, for GF (p), GF (2"), andGF (3™) for
leakage power.

word Average Power(V ) Leakage PowenNV )

length| A4+ As; | As |Improvement) A,+ Az | As [ Improvement
8 628.0942 | 393.1408 37.41% 15.7834| 10.1903 35.44%
16 1227.0648| 767.4490 37.43% 30.6748| 19.6494 35.94%
32 2407.3 1516.3 37.01% 60.5068| 38.4589 36.44%

Table 4.14: Advantage of the new uni ed architectéyg over the classical uni ed archi-
tectureA,

4.6 A Note on Side-Channel Attacks

In this section we would like to brie y comment on the sideadmel characteristics
of the proposed RSD multiplier as it is crucial to prevenomfation leakage through so-
called side-channels (i.e. execution time, power consiompEM and temperature pro les
etc.) in cryptographic applications. We would like to ndtattmost of the side-channel
countermeasures are typically applied at either the dlgarior the circuit levels. For
instance, an effective DPA counter-measure implementtdgbatlgorithm layer is random-
ized exponentiation [9]. On the other hand, at the circuwielanasking techniques may
be applied [25]. At even lower levels, so-called power bedahcell libraries [39, 40, 30]
which provide IC primitives that (ideally) have power congation which is independent

of the input bits, may be utilized. Any one of these techngjc@n be used alongside with
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the proposed multiplier. For instance, the presented t&cioire may be re-synthesized
using a power balanced library at the cost of growing the ayesughly 2-3 times. On
the other hand, a similar increase in area would be expeictied (non-uni ed) multiplier
units are separately re-synthesized with the same cediriibr

As far as the side-channel performance of individual coneptsat the arithmetic level
are concerned we could identify very little work in the laaure. In [42] Walter and Samyde
demonstrated a direct correlation between the Hamminghi=igf the operands, and the
power traces obtained during their multiplication. Thehaus conclude that it would be
possible to gain useful side-channel information from aa@rmultiplier built using Wal-
lace trees. The processing element used in the multipleygsed in this chapter utilizes
a redundant representation which will signi cantly redenot eliminate) the correlation
between the power traces from the Hamming weight of the oyplstaVe can clearly claim
that the proposed multiplier will be more resilient fromgaigerspective than more tradi-
tional multipliers to side-channel attacks. Furthermtre,same reference ([42]) considers
pipelining to be an effective counter-measure to powerckstaas multiple words of the
operands are processed together. This will make the tasiscériing operand bits from
power traces more dif cult. The proposed architecturere¢fare, has an additional level of
protection against side-channel attacks due to its higipiglimed design.

We modeled the proposed PU design in Verilog with a word sfz loits. We used
the Synopsys tools Design Compiler and Power Compiler foths®sizing our designs

and Modelsim for simulation. Our target was the TSMC 0.13 ASIC library, which is
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characterized for power. We assumed a target frequency®iVBz for dynamic power
analysis. We analyzed all ve desigifs; s using the power analysis design ow. For
designsA, andAs, we analyzed the PU architecture for all the supported mogigsires
4.5, 4.6 and 4.7 show the dynamic power pro les of thg A, andA; implementations,
respectively. Figures 4.8 and 4.9 show the dynamic powetlgsrof the A, design with
GF (p) andGF (2) modes, respectively. Figures 4.10, 4.11, 4.12 show therdiymnpower
pro les of the As implementation wittGF (p), GF (2) andGF (3) modes, respectively.

Power Profile of A1 at 100 MHz Clock Frequency
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Figure 4.5: Power pro le of the design Al at 100MHz clock fuemcy

From these gures we can conclude that the uni ed architexficonsume less power
than that of the singl&F (p) andGF (3) architectures. FOGF (2) operations, it is more

feasible to utilize a singl&F (2) arithmetic unit. Since we are targeting architectures that
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Power Profile of A2 at 100 MHz Clock Frequency
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Figure 4.6: Power pro le of the design A2 at 100MHz clock foeqcy

will operate on all the 3 elds, such as cryptographic acelers with pairing support, it is
much more feasible to use a uni ed architecture than singld arithmetic units. Also, we
speculate that since the proposed uni ed architecture sheowore homogeneous power

pro le for all the 3 modes, it is promising to be more resigtagainst power attacks.
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Algorithm 2 Montgomery multiplication algorithm fo&F (p)

Require: A;B 2 GF(p) andp

Ensure: C=A B 2 " 2 GF(p), wheren = dog, pe

1:

T:=0"

2: fori fromOton 1do

10:

11:

12:

13:

14:

(CarryjT@):= 5 BO + TO
Parity := T
(CarryjT@):= Parity p© +(CarryjT©®)
forj fromltoe 1do
(CarryjTW):=a BW+ TW + Parity pl) + Carry
TO D= (T Ty i
end for
Te 1:=(CarryjT )
end for
C=T
fC>pthenC:=C p

return C




Algorithm 3 Montgomery multiplication algorithm foGF (3™)

Require: A(x);B(x) 2 GF(3™) andp(x)

Ensure: C(x) = A(x) B(x) 3 ™ 2 GF(3™M), wherem is the degree gb(x)
1: T(x) =0
2: fori fromOtom 1do

TO = 5 BO+ TO

w

4. if T = p then

5. TO:=T0 po

6: forj fromltoe 1do

7 TG = a; BA) + T p(J')
8 TU D= (Téj)ij(vj 11::)1

9: end for

10: else

11: TO := 7O+ pO@

12: forj from1ltoe 1do

13: T =g BO+ 70 + p(J)
14: TO V= (Téj)ij(vj £

15: end for

16:  end if

17 Te L= ((0;0)TE 2,
18: end for

19: return T(X)
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Power Profile of A4 for GF(p) mode at 100 MHz Clock Frequency
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Figure 4.8: Power pro le of the design A4 f&F (p) mode at 100MHz clock frequency
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Power Profile of A4 for GF(2) mode at 100 MHz Clock Frequency

Total
0.0014 E

0.0012 - 4

0.001 —

0.0008 -

Power [mW]

0.0006

0.0004 | w\l

0.0002 - E

O 1 1 1 1
0 2000 4000 6000 8000 10000

Time [ns]

Figure 4.9: Power pro le of the design A4 f@F (2) mode at 100MHz clock frequency
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Power Profile of A5 for GF(p) mode at 100 MHz Clock Frequency
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Figure 4.10: Power pro le of the design A5 f@&F (p) mode at 100MHz clock frequency
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Power Profile of A5 for GF(2) mode at 100 MHz Clock Frequency
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Figure 4.11: Power pro le of the design A5 f@F (2) mode at 100MHz clock frequency
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Power Profile of A5 for GF(3) mode at 100 MHz Clock Frequency
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Figure 4.12: Power pro le of the design A5 f@F (3) mode at 100MHz clock frequency
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Chapter 5

Tamper-Resilient Tate Pairing

Architectures

Parts of this chapter were presented in [27]. Gunnar Gautsged with the applica-
tion of robust codes to Tate Pairing.

Our goal is to use strong error detecting codes to build tawrgsalient algorithms and
architectures for Tate pairing computations. Here we spadby focus on the Kwon-BGOS
algorithm which computes a pairing over characteri8tialthough it is fairly straightfor-
ward to generalize our techniques to support other paitggy@hms de ned over different
characteristics. The error model will apply with minor \&ions. For instance, for the
Duursma-Lee Tate pairing algorithm, one would have to ekt existing units with a
cubic-root computation circuit.

Our objective is to protect the arithmetic operations ugea Tate pairing computation
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against a suf ciently large class of error patterns, whigeging the overhead in perfor-
mance low. As mentioned in the previous section, full robess can only be achieved
with r = k, resulting in a duplication of the operand size and likelyrethvan 100% over-
head. Furthermore, as we will show in the next section, orly speci c choices of the
sub-matrixP allow us to de ne arithmetic operations in such a way thataheck-symbol
of the result can be predicted ef ciently based on the inpgrands’ check-symbols.

An alternative method for tamper resilient multi-precrs@rithmetic was presented in
[14], which achieves total robustness by encoding singisiseparately. Such a high
degree of protection, however, can only be obtained by dgitgpp substantial amount
of overhead on the predictor and error detection networkepending on the anticipated
threat level, such rigor may not be required. As long as tlobdalility of error detection
is suf ciently high to render malicious fault insertiond@asible, a lighter-weight scheme
will work as well.

For our purposes we need a linear code d8é€r(q) with ranP) = n  k, which
we will transform into an error resilient code. The errorreating properties and ease
of decoding are irrelevant in this setting. For our purpasesif ces to select a simple
linear code which will allow us to build resilient versionstbe arithmetic operations (as
described in the next section) in an ef cient manner. We éf@e pick a simple parity
code of lengtn = k + 1. Note that by choosing = 1 ther n error check matrix
H = [Pjl,] becomes simplyH =[111:::1 1] Hence, for a vectoa representing an

element ofGF (), the matrix-vector produd® a may be computed by simply summing
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P
the coefcients ofa = (ag; a3;:::;& 1), 1.e. Pa= :‘zola,-. Thus the resilient encoded

The Duursma-Lee Algorithm and The Kwon-BGOS Tate Pairirgpathm (Fig.2.2)
both include arithmetic operation @F (3™) andGF (3™). Our approach could be applied
to either the base el@F (3™) or the extension eldsF (3°™M). If the proposed approach is
applied to the base eld, eadBF (3™) operation utilized to calculate th@&F (3°™) multi-
plication and cubing operations in Algorithm 1 will have anoe detection scheme, which
will cause a huge overhead on the latency of the algorithryedisas the area utilization.
However, if we apply our approach to the extension eld, éetll be only one error de-
tection scheme for eadBF (3°™) operation. This will reduce the overhead of our approach
signi cantly. Thus, we decided to build our scheme on theeazton eld GF (3°™).

The Duursma-Lee Algorithm [10] includes oGé (3°™) multiplication operation, while
Kwon-BGOS algorithm includes one multiplication and onbiog operations iGF (3°™).
Regardless of the complexity and ef ciency of both algam#)) in order to show proof of
concept and examine our approach in a broader spectrum odtapes, we chose to ex-
amine the Kwon-BGOS algorithm (Fig.2.2) and build a tamssilient version of this

algorithm.
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5.1 Lightweightand Tamper-Resilient Error Detection Built

Over the Extension Field

For our purposes we need a linear code d8€r(3°™). Following the notation from
Section 2.4, we havg = 3™ andk = 6, and thusGF (q) will becomeGF (3™), while
GF () will be GF(3°™). Letf 2 GF(3%M) represent an operand used in the Kwon-
BGOS Tate pairing algorithm scheme. lvet= (Pf)2 2 GF(3™). For proof of concept,
we built our Modi ed Tate Pairing scheme using a parity code® =[111::: 1]. We
assumed that the introduced erepris in GF (3°™) ande, is in GF (3™).

Based on the original de nition of robust codes by Karpovskyd Taubin [18], we
derive a slightly modi ed construction which allows us tccacnmodate the speci c arith-
metic needs of the pairing computation. Speci cally, thiggoral robust codes were de ned
over GF(p), with p > 2 a prime, while we extend the de nition for codes over eld ex-
tensionsGF(q), whereq = p™. The resulting construction is no longer robust in the sense
de ned by Karpovsky. However, it will have signi cantly logar overhead.

As in the original paper, we use a simple, but appropriatéiaderror model, i.e. when
an errore = ( & ; €,) is introduced to an operarid the operand becomék + & ;w+ g,).
Thus, if

w+ ey, 6(P(f+e))? (5.1)
then our error detection scheme will work and the error detecetwork will ag an error.

De nition 3 LetV°be a linearg-ary parity code (= p™, p > 2is a prime) withn = k+1
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and check matriH = [Pjl] with rankP) = 1. ThenCyo = f(f;w)jf 2 GF(¢);w =

(Pf)?2 GF(g)g.

We capture the performance of this speci ¢ non-linear edetection code with the fol-

lowing theorem.

Theorem 2 A non-zero errore = (& ;€,) on a code wordf;w) 2 Cyo will not be de-

tected if and only if it satis es the error masking equation
(Pf)?+ ey =(P(f + &))*: (5.2)

For Cyo the set of undetectable errorsgfQ(e) = 1g)isa(k 1)-dimensional subspace
of VO ¢ o !errors are detected with probability 1, and the remaingffg* o errors

are detected with probability q 1.
Proof 1 From(5.1), we have

2(Pf)(Pe)+(Pea) = ey (5.3)
There are three cases that will satisfy equat{r8).

1. Pg = ¢, = 0: For this condition, Equatiorf5.3)is satis ed for allf . Sincee; isin
GF (df):
Peg = & =0 (5.4)
The number o satisfying Equatior§5.4)is ¢¢ 1. Also, there is only one, satis-
fyinge, = 0. Thus, the total number of erroes= ( & ; g,) satisfying this condition

isg¢ 1.
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2. Pg =0 ande, 6 0: Equation(5.3)is not satis ed for anyf . The number o&
satisfying® & = 0 was calculated to bg¢ *. In addition to this, we need to calculate
the number of errorg,, satisfyinge, 6 0. Sincee, 2 GF(Q), total number ok,
fore, 6 0isq 1. Thus, the total number of erroes= (& ;e,) satisfying this

conditionisgt * (9 1)=¢o¢ o %

3. Pe 60:foranye= (& ;e,) there exists auniquef satisfying Equatiorf5.3). Let
f be randomly selected and let be satisfying the conditioRe 6 O The number
of errorse; satisfying this condition ig¢  g¢ *. The total number of errors, is
g. Thus, the total number of erroes= (& ;e,) is(of o ) gq= gt . The
probability that a randomly selectddand an errore; such that? ¢ 6 O will not be

satisfying Equatiorf5.3)is1 g *.

Example 1 For the modi ed Tate pairing algorithm we hake= 6 andg= 3™. Thus the
number of undetected errors 8™, the number of reliably detected (with probability
errors is3®™ 3 and3™  3%M errors are detected with probability 3 ™.

This probability is incorrectly calculated in [27]. Whileé provides some level of pro-

tection, the technique is not robust as de ned by Karpovslal E.8].

Even though this method is suf cient against weak adveesara more advanced at-
tacker can still easily bypass this error detection medmrand manipulate the device
under attack. Here we should note that a weak attacker cgnrdroduce random errors to

the circuit. The weak attack model is easy to carry out. Aacketr can change the stored
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values in the circuit with conventional methods: tempa®atariation and laser heating in-
duced attacks, clock glitching, etc. This type of attackuress little control. It means that
an attacker can only introduce random errors to the cireudtthen observe the output. On
the other hand, a strong attacker can insert any additiee pattern of his choosing. Thus,
a strong attacker can identify and introduce errors thahateetectable by the circuit and
deduce information from the arithmetic operations caraetin the circuit.

As seen from Algorithm 1, the implementation of ef cient tarnetic for GF (3°™)
andGF (3M) is essential in Tate Pairing algorithm of Kwon-BGOS. Theskl operations
determine the ef ciency and the complexity of the overalteT®airing operation. Thus,
in order to build an ef cient, yet tamper-resilient arclutere for Tate Pairing, it is crucial
to implement resilient arithmetic primitives that are ligheight for GF (3°™) as well as
GF (3M). Sections 5.1.1 and 5.2.1 will provide more detail on thégrarance analysis of

the eld operations irGF (3°™) andGF (3™), respectively.

5.1.1 GF(3°M) Operations

The elements oGF (3°M) are represented in the basis, ; ; ; 2% ?2g. Leta?2
GF (3°M) and
f o 5253 4 %=f1,;,;; % ?g Then,

a= ;o K=ap+ta +a +tag +agltas 2

wherea, 2 GF(3™). It was noted previously that and are the zeros of? + 1 and

3 1, respectively and thus satisf¢ + 1 = 3 1=02 GF(3*™).
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Following this notation, multiplication and cubing opeoais in GF (3°™) can be per-
formed utilizingGF (3™) arithmetic. In this section, we will present explicit forfations
of GF (3%M) arithmetic. The equations presented could be further opgidhfor hardware
implementation. However, our aim is to explain only the neatlatical background of these
operations. Also, we present the mathematical backgroomaur error detection strategy

as it is applied taGF (3°™) operations.

Multiplication

Step 12 of Algorithm 1 is a multiplication operation @F (3°™). The two elements,
f andg 2 GF (3°M) are multiplied. We can break this multiplication operataiwn into

arithmetic in characteristic three as follows:

—h
11

fot+tf, +f, +13 +f, %+fg 2
9= G+t +& 2 (=0=0;0= 1)

r = f g

(foo fai+fsx f2)+

(f100 fooit+ fag f3) +

(f20o  fatu+ fod+ fsg fo fs) +
(fa% faoi+ i+ fag f3 fs)  +
(fsgo fam+fag fo fs) 2+

(fago fsoi+f30 f1 fa) 2



We pick a simple parity code and apply the approach explamé&ection 5.1:

wWp = (fo+ fo+fotfatfy+fs)
Wy = (G+o+g 1)°
w, = ((fogo f101+fsq f))
+(f100 foth + fa® fa)
+(fo00 fait fo+fsg fo fo)
+(fs00 fogu+ fag+fade f3 fa)
+(fsg fau+fo fo fs)
+(fag fsmu+ fag f1 f4)?
= ((fo+rfo+fo+tfg+fy+1fs) Qo
+(fo fat+fo f3 fa+fs) o
+H(fo+fa+fo+fs fa f5) &
+( fo fyi+ T+ fa+ fa+t fs5)?
= (pW_pr_g+f191+f391+f491+f492+f592 f, fz f4

= Wiwg+ (figi+ fagu+ fag+ fage+ fsg fo fz fs fs)?

+2 (fin+fag+ fa+ fugp+ fsg fo f3 f4 f5) pW_fp_

= Wiwg+ T2+ T,

73
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where

Ty fron+ faon+ fa0i + fagp + f50

T, = 2 (fagr+ fagu + fa0 + fugp + f50

fo fz3 f4 f5) pW_pr_g

As an outcome of these equations, we can clearly state thahick-symbol of the result
of the multiplication,w;, can be extracted from the check-symbols of the inputsand
Wg. This extraction logic includes multiplication inGF (3™) for w; wg, 2 multiplications,
4 additions and4 subtractions fofT, and1 square operation fof 2. The calculation of
Wy costsl square and addition operations. Also, the calculation wf costsl square
operation. Sincé is the result of anotheGF (3°™) operation, the calculation of; is
not included in the overhead analysis, because it is catllasw, of another operation.
Thus, the overall overhead for this approacB multiplication, 3 square 6 addition and4
subtraction operations. The standard implementation gbAihm 1 utilizesl8 multiplica-
tionsin the base eldsF (3™) plus a number of addition/subtraction operations [19]c8in
the operational complexity of addition/subtraction opiers are small compared to multi-
plication operations in Algorithm 1, we will only calculatiee overhead of the operations

in terms of multiplication and cubing operationsG@t (3™) for the rest of the chapter.
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Cubing

Step 11 of Algorithm 1 is a cubing operation @F (3°™). This cubing operating is
carried out withé GF (3™) cubing operations. As shown in step 11, the elenferit

GF (3°M) is cubed. The equations for the cubing operation are asasilo

f = fo+fy +f, +fs +f, ?
+fg 2
£3 = f3+63 3+f3 3463 33447 O
+f53 3 6
= fg+f3+f2  fE+f3+f3 o+ £ f)
+ f2 f3 +f3 2 8 2

We pick a simple parity code and apply the approach explamé&ection 5.1:

Wi = (fo+ fo+fot ot fy+fs)’
ws = f8 £ fRefiefl 27

2

fS+ T2+ 3+ 3+ f3+63 + f+f3+13

3 3 3 32 3 3 3 3 3 3 3 3 3
Wi+ F34+f3+037%+42 f3+ 343+ 63+ 034163 f3+128+1¢

WP+ T2+ T,
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where

T, = 2 f3+f3+63+43+62+13

According to these equations, we can state that the regutieck-symbol of the cubing
operationw; s, can be extracted from the check-symbol of the input, This extraction
logic includesl cubing inGF (3™) for w2, 1 multiplication for T, and1 square operation
for TZ. Also, the calculation ofv;s costsl square operation. Again, sintes a result of
anothelGF (3°™) operation, the calculation o¥; is not included in the overhead analysis,
because it is calculated &g of another operation. Thus, the overall overhead for this

approach id cubing,1 multiplication and2 square operations.

5.1.2 Performance Analysis

In this section we will summarize the complexity analysisAdgorithm 2.2 and the
overhead caused by using the tamper-resilient arithmetic.
Mathematical Analysis

GF (3°™) operations. TheGF (3°™) multiplication operation in the Kwon-BGOS Tate
Pairing algorithm is carried out with8 GF (3™) multiplications, while the cubing opera-

tion in GF (3%M) is carried out with6 GF (3™) cubing operations [19]. Table 5.1 shows the
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# GF (3™) operations
GF (3°™) | Standard | Resilience
operations Implement.| Overhead

Mult. 18 muls 3 muls, 3 square
Cube 6 cube 1 cube, 1 mul, 2 square

Table 5.1: Complexity oGF (3°™) operations for standard and resilient implementations.

# GF (3™) operations

Standard | Resilience
Step| Implement.| Overhead
2 | 1cube 1 square, 1 cube
3 | 1lcube 1 square, 1 cube
6 | 2cube 2 square, 2 cube
7 | 2cube 2 square, 2 cube
8 |1ladd 3 square, 1 mul
9 | 1mul 1 square, 1 mul
1 square 1 square

Table 5.2: Number of additiondbF (3™) multiplication operations required for imple-
menting resilienGF (3™) operations.

complexity of GF (3°™) operations for standard implementation, plus the additioner-
head required for resilient implementation. It should b&eddhat these numbers are not
dependent on the eld siza, since we built our scheme on the extension eld.

GF (3™) operations Table 5.2 shows the detailed numbelGF (3™) operations required
for the remaining steps of the algorithm. Also, the tablesiltates the additional number

of operations required for the resilient approach.
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# of operations utilized
GF(3™) | Standard | Resilience
operations Implement.| Overhead
Cube 6 1
Mult. 18 9

Table 5.3: Total number d&F (3™) multiplication, cubing and square operations required
for Algorithm 1.

Hardware and Software Implementations

The implementation of Algorithm 2.2 requires one multiption and one cubing oper-
ation inGF (3°™). Following from Table 5.1, multiplication is realized wifl8 base eld
multiplications and the cubing operation is realized withase eld cubing operations.
The overhead caused by our approach can also be calculatadtiese two tables. The
total overhead for &F (3°™) multiplication is3 multiplications and squaring operations
carried out in the base elGF (3™). For theGF (3°™) cubing operation, the total overhead
is 1 cubing,1 multiplication and2 squaring operations BF (3™). Table 5.3 gives the total
number ofGF (3™) multiplication and cubing operations required to realizgokithm 2.2
(assuming that the complexity of a squaring operation igihbpuequal to the complexity
of a multiplication operation) as well as the overhead cduse

If the extension eld arithmetic of Algorithm 1 is implemesd in hardware, there are
various area/speed trade-offs one can make to tailor thizmentation to meet the overall
requirements of the application. For instance, to achieagimum speed performance,
one can utiliz&7 multipliers and7 cubing units (operating i®GF (3™)) realizing the entire

loop iteration in parallel within one clock cycle. On the etlextreme, we can take a serial
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approach by implementing only one multiplier and one culing in hardware. The serial
approach will require many more iterations (clock cycles)yever, the area is signi cantly
reduced. If the number of multipliers employed to realize tosilient approach is more
than half of the number of multipliers employed for the staldmplementation, then the
resilience approach will not cause any overhead in lateiHoyever, it will cause an area
overhead of aboui0%

In software implementations all of the operations mentibmeed to be calculated seri-
ally. Since the number of operands that needs to be storexjisters is constant, there is
no opportunity for trade-off between area and speed. Tla¢ fl@atency) overhead incurred
in implementing our approach in software applications es¢ifore approximatel$0%

Note that while 50% overhead may seem excessive from a paafure point of view,
the overhead is signi cantly less than that of comparaldbméques, given the level of pro-
tection it provides. For instance, the technique proposgti4] protects an arbitrary data-
path with common integer addition and multiplication urfegsg. Montgomery multiplier)
with more than 200% overhead. Also, the technique propasexymmetric cryptosystems
like the AES block-cipher [22] requires an area overhead afatthan 100 %.

The overhead that is associated with our scheme may seermss@escat rst glance,
especially when compared to some low-cost linear schenies3[3 13]. It is important,
however, to take into account the error model on which a@aer method is based. Simple
parity-based methods often only detect single bit-erdfaus even in more advanced linear

schemes the error detection capabilities are limited. @dligespeaking, any error pattern
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that is a valid codeword can never be detected, since a lowabination of codewords
results in another codeword. In our error model we assuntdtibalevice is under attack
by a weak adversary with limited resources. As such, the eetection scheme needs to
be resilient enough to detect random codeword error patteitih high probability. Such
strong error detection capability comes at a moderate a@stalthe non-linear encoding.
Note that, at the current level of protection in the worstecagors are detected with
probabilityl 3 ™. To give a concrete example, a common implementation chiesice
m = 93, where the detection probability becomes lower boundetl by % 1 2 147,
In addition, we may decide to sacri ce a little bit from thecseity level and choose a
much smaller number of check digits. For instance, we maysadhe parity matrix
to map to a sub eld ofGF (3%), e.g. GF (3%!) which would yield a security level of
1 33 1 2 . Sucha security level would suf ce in practice due to the that the
circuit would be disabled even after the rst fault is detstand the attacker would have
to acquire a new unit with the same settings (e.g. a smarj tambntinue with the attack.
From a performance viewpoint, the operations on the chetskvimbuld be implemented
over a much smaller eld (witl8-times fewer digits), and therefore the complexity of the
operations, and hence the overhead, would be reduced samnily. For this, however, the
resilient components would have to be redesigned and we ks along with an actual

implementation as future work.
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5.2 Lightweight and Robust Error Detection Built Over

the Base Field

Based on the original de nition of robust codes by Karpovsiyd Taubin [18], we
derive a slightly modi ed construction which allows us tccacnmodate the speci c arith-
metic needs of the pairing computation, while maintainiolgustness properties. Specif-
ically, the original robust codes were de ned ov&F(p), with p > 2 a prime, while we
extend the de nition for codes over eld extensio@$-(q), whereq = p™.

As in the original paper, we use a simple, but appropriatéiaderror model, i.e. when
an errore = ( &; ey) is introduced to an operand the operand becomés + e,;w + g,).
Thus, if

W+ ey 6 (P(x+ &))? (5.5)

then our error detection scheme will work and the error dete@etwork will ag an error.

De nition 4 LetV°be alinearg-ary parity code ¢ = p™, p > 2is a prime) withn = k+1
and check matriH = [Pjl] with rankP) = 1. ThenCyo = f(f;w)jf 2 GF(¢);w =

(Pf)?2 GF(g)g.

We capture the performance of this speci ¢ non-linear edetection code with the fol-

lowing theorem.

Theorem 3 A non-zero errore = ( e; ey) on a code wordx;w) 2 Cyo will not be de-
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tected if and only if it satis es the error masking equation

(Px)?+ ey = (P(x + &))* (5.6)

For Cyo the set of undetectable errorsgfQ(e) = 1g)isa(k 1)-dimensional subspace
of VO g¢ o errors are detected with probability 1, and the remaingff*  of errors

are detected with probability q 1.

Proof 2 From (5.5), we have

2(PxX)(Pe) +(Pe&)? = e, (5.7)

There are three cases that will satisfy equat{rv):

1. Pe = g, = 0: For this condition, Equatiorf5.7)is satis ed for allx. Sincee, is in
GF ():

Pe,=¢=0 (5.8)

The number o& satisfying Equatiorf5.8)is 1. Also, there is only ong, satisfying

ey = 0. Thus, the total number of erroes= ( & ; g,) satisfying this condition is 1.

2. Pg, = 0 ande, 6 0: Equation(5.7) is not satis ed for anyx. The number of
e satisfyingP e, = 0 is 1. In addition to this, we need to calculate the number of
errors g, satisfyinge,, 6 0. Sincee, 2 GF(q), total number ofe, fore, 6 0
isq 1. Thus, the total number of erroes= ( e,;e,) satisfying this condition is

(@@ =0 o Linourcasegt o t=3m 1.
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3. Pe 6 0: foranye = ( g; e,) there exists a uniquie x satisfying Equatioii5.7). Let
x be randomly selected and let be satisfying the conditioRe, 6 O The number
of errors e, satisfying this condition isk ¢¢ *. The total number of errors, is
g. Thus, the total number of erroes= (e;ey) is(d¢ o ) q= ¢ . The
probability that a randomly selectedand an errore, such thatP e, 6 0 will not
be satisfying Equatio(6.7)is1 q . For our caseof** ¢ =32" 3" and

1 glt=1 3m

As seen from Algorithm 1, the implementation of ef cient tarnetic for GF (3°™)
andGF (3™) is essential in Tate Pairing algorithm of Kwon-BGOS. Theskl operations
determine the ef ciency and the complexity of the overaltel&airing operation. Thus,
in order to build an ef cient, yet fault-tolerant architecé for Tate Pairing, it is crucial to
implement robust arithmetic primitives that are light-gleti for GF (3™) Section 5.2.1 will

provide more detail on the performance analysis of our rolels operations inGF (3™).

5.2.1 RobustGF(3M) Operations

In order to apply robust arithmetic to all operations of Aiglam 2.2, we extended
the approach taken fdBF (3°™) operations to also coveésF (3™) operations. To do so,
we simply regarded an element@F (3™) to be an element iGF (3°™) with all of the
coef cients being0, except the coef cient of °. The parity of an element is simply itself,

and the computed checksum is its square.
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Cubing

Steps2, 3, 6 and7 of Algorithm 2.2 include cubing operations @F (3™). The input
for this cubing operation i% and the output is = x3. Application of the robust approach
from Section 5.2 yieldsw, = x? andw; = r? = (x%)2. Thus, we can extraet, from wy
by simply taking the cube ofi,. This approach adds an overhead sfjuare and cubing

operations irGF (3™).

Addition

Step8 of Algorithm 2.2 is addition operation iGF (3™). The inputs for this operation
arex; andx, and the output is = x; + X,. If we apply our approach we gety,, = x2,
Wy, = X3 andw, = (X1 + X2)? = X2 + 2X1X + X3. Thus, we can extraet, fromw,, and
wy, by simply adding these two values2®;x,. The overhead for this i8 squares and

multiplication operation irGF (3™).

Multiplication

Step9 of Algorithm 2.2 includes multiplication operations &F (3™). The inputs
for this multiplication operation arg; andy, and the output is = y;y,. This yields:
Wy, = Y2, Wy, = yZandw, = (yiy2)? = y3y3. Thus, we can extrast, from wy, andwy,
by simply multiplying these two values, with an overhea@asfjuare and multiplication

operations irGF (3™).
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Squaring

Step9 of Algorithm 2.2 includes a squaring operation@# (3™). The input for this
squaring operation is and the output is = 2. Here we have for the check-symbols :
w = 2andw, = ( ?)2 Thus, we can extrast, fromw by simply squaring it, which

has an overhead @ square operations iGF (3™).

5.2.2 Previous Work

In [19], it is stated thaGF (3°™) can be considered as an extension eld o@&r(3?™)
with irreducible polynomiat® z 1. This way, the multiplication itGF (3°m) is realized
in two steps: i) Karatsuba multiplication for polynomialghvcoef cients fromGF (32M),
and ii) reduction with irreducible polynomial3 z 1. Reader can pro tably refer to
[19] for further details.

In Figure 5.1,GF (3°™) Karatsuba multiplier unit, as proposed in [19], is illusteh
where nodes represent tB& (3°™) adders, subtracters, and multipliers. Simila@¥ (32m)
is also an extension eld oveGF (3™) with irreducible polynomialy? + 1. Since the
adder/subtracter units operate on the corresponding ceets of the operand polynomi-
als, their structure is the same @& (3™) adders.GF (3°™) multiplier, however, consists
of GF (3™) adders, subtracters, and multipliers as seen in Figure 5.2.

As seen in Figure 5.1GF (3°™) Karatsuba multiplier has veGF (3°™) elements as
output. The result of the Karatsuba multiplier has the fagatf + d3z°> + dz? + d1z + .

Sincez® = z+1 from the irreducible polynomial, we hayéy + d;)z% + (a1 + 02+ )z +
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Figure 5.1:GF (3%™) multiplier unit from [19]

(do + da).

To summarize, 1&F (3™) multipliers and 5ZF (3™) adders are used in oG+ (3°™)
multiplier. For our robust approach, this is extremely higist. Every adder and multiplier
that is included in the circuit needs an extra multiplierefidare a total of 70 units, which
adds extra 70 multipliers to the circuit. This is more tha®@%0increase in the area. De-

tailed calculations for this will be given in Section 5.2.6.

5.2.3 OurGF (3°M) Robust Multiplier Subblock

The rstand most expensivBF (3°™) block is for performing multiplication operation.

This multiplication unit could be implemented as explaime&ection 5.1.1. Recall from
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8 by by a; by a b

Figure 5.2:GF (32™) multiplier unit from [19]

Section 5.1.1 that

f = f0+f1 +f2 +f3 +f4 2+f5 2
g = o+td + 2 (®=0=0;0= 1)
r = f g

(fog fao+fsxp fo)+

(f19 fon+ fag f3) +

(f200  fau+ fod+ fsg fo fs) +
(faQo foit+ fage+fage fs fa) +
(fsgo fam+fag fo fs) 2+

(fago fsou+fae f1 fa) 2

As stated before, multiplication operation @F (3°™) involves 18 multiplications, 8
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additions and 16 subtractions@¥F (3™). It should be noted that the robust approach adds

18 + 24 = 42 multiplier units to the hardware, which is not illustratexthe gure.

5.2.4 OurGF (3°M) Robust Cubing Subblock

The secondsF (3°™) block is for performing cubing operation and as in the cagb®f
multiplier it is constructed using arithmetic units of thase eld GF (3™). As shown in
Figure 5.3,GF (3°™) cubing circuitry includes 6 adder/subtracter and 6 cubiloghs in

GF (3™M). Recall that

f = fo+f, +f, +f; +f, ?
+fs 2

f3 = fo+f3+f2 f2+f3+62 + ) 23
A R

Thanks to the ef cientGF (3™) cubing blocks, implementinGF (3°™) cubing block with
parallel blocks does not consume much area and allows th this operation in one clock
cycle. As stated before, cubing operatiorGf (3°™) involves 6 cubings, 4 additions and
2 subtractions irGF (3™). It should be noted that the robust approach aldsultiplier

units to the hardware, which is not illustrated in the gure.
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Figure 5.3: OuiGF (3°™) cubing unit

5.2.5 Our Coprocessor Architecture

After building the ef cient blocks that are needed for oucalerator, we design a con-
trol unit and a datapath for the Tate Pairing operation. Tperation may be divided into
two big phases as initialization and loop. In Table 5.4 op@na are described in detail.

In the initialization phase, fouGF (3M) elements are input into the accelerator. For
this part we use 2m-bit long bus structure and connect itltimaf related registers. With
address selection and write signals, data are writtentmaccelerator in four clock cycles.
Cubing operations in the steps 3 and 4 also take place durengnitialization. Since our
cubing block is purely combinational, no extra clock cycies used at these steps. The
length of the databus can be adjusted depending on placesateland timing issues.

When the initialization is completed, accelerator stapgsrating in a loop. Our con-

trol unit is composed of mainly two counters. First counteurtts the loop's execution
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Step Operation clock | total cycle for

cycle m = 97
initialization | 1 = Xp 1 1
initialization | 2 = Yp 1 1
initialization | 3 X = x3 1 1
initialization | 4 y=y3 1 1
Loop 5 = 3 =3 1 97
Loop 6 = 3 =3 1 97
Loop 7 u= +x+d 1 97

Loop 8 =( 2 %+( y)! 97 97*97

)+

Loop 9 t=1° 1 97

Loop 10 |t=t ;y= y;d=d 1mod3| 97 97*97

Table 5.4: Explanations for number of clock cycles requii@dmodi ed Duursma-Lee
algorithm

number to end the operation when completed. Second cougttnntines which step to be
executed.

For the entire operation, we use only daE (3°™) multiplier for step 10, on&F (35M)
cubing circuit for step 9, twdasF (3™) cubing circuits for steps 5 and 6, tweF (3™)
multipliers for step 8 and a number of adders. Each blocksstamrking according to the
counter 2. We also overlap the operations that do not deperehch others' outputs to
reduce the number of clock cycles. For instance, in steprE@tbperations are done in the
same clock cycle. The main advantage of our acceleratoaisibst of the operations are
completed in a single clock cycle. If the adder and cubinguiis were implemented with
registers, clock count would increase around by 400 andtexgi would increase the area
of the accelerator.

It should be noted that each multiplier and adder circuittuiched in our design are im-
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plemented with the robust approach. Therefore, each scibblas an additional overhead

as explained in Section 5.2.1 and Section 5.2.1.

5.2.6 Implementation Results

The presented architecture was developed into Verilog mesdand synthesized using
the Synopsys Design Compiler tool. In the synthesis we used SMC 0.13 m ASIC
library. The synthesis results for the subblocks for arghimin GF (3™) are shown in
Table 5.5

The synthesis results for the subblocks for arithmetiGi(3°™) are shown in Table

5.6.

5.3 Robust Counters

As vividly displayed by the [29] attack, the loop index is paps the weakest pointin a
Tate Pairing implementation. Note, however, that the kttaay be easily detected by us-
ing the robust encoding introduced by Gaubatz et al. [14¢ gioposed technique may be
incorporated into the datapath of a hardware implememtatiovhen a software implemen-
tation is concerned into the code, or may be implementedttiren the microprocessor
architecture.

The technique assumes that operands are represenketiamtegers and works by

computing the check bits, = x2 (mod p) wherep is picked as a prime integer less than



92

(but close to@*, i.e. the word boundary. Then the error detection perfocaari the code
for a nonzera pattern is bounded as ma@(e)g = 2 "'max 4; 2 p+1gwherer denotes
the number of bits used to represent

To develop a robust increment unit, we consider the chedk dfitthe incremented
counterx + 1: Wy,1 = (X +1)2 (mod p) = w, +2x + 1 (mod p). Hence we may build
a predictor that takes as input the robust encoded opdramg,) and predicts the check
bits for the incremented value by computing only one shiftriplement the multiplication
by 2 and two additions ifGF (p). Note that we also require a modular squaring operation
to be performed on the incremented value. Hence, (ignohegost for shifting) the total

overhead becomes 1 squaring and two additiorGHr{p).
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Area(Gates) Critical Path Delay(CPD
GF (3™) Multiplier 7947 3.33ns
GF (3™) Adder 1284 0.41ns
GF (3™) Cubing 1469 1.06 ns

Table 5.5: Implementation results GF (3™) components of the Tate Pairing hardware.

Non-Robust Robust Overhead
Area | CPD| Area |CPD| Area | CPD
(gates)| (ns) | (gates)| (ns) | (gates)| (ns)
GF (3°M) Multiplier | 184948| 4.05 | 541369 4.28 | 143% | 5.68%
GF (3°M) Cubing | 18302 | 1.69| 129917| 4.02 | 609% | 138%
Entire Hardware | 241438| 5.23 | 752483| 5.92 | 212% | 14%

Table 5.6: Implementation results GF (3°™) components of the Tate Pairing hardware.
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Chapter 6

Conclusion

In this dissertation we aimed at developing ef cient and p@mresilient architectures
to support pairing computations for ldentity-Based crgpéphy. We presented a scalable
and uni ed architecture to support arithmetic@ (2"), GF (3"), andGF (p). Our design
makes use of the redundant signed digit representatiorD)YR&ich reduces the critical
path delay and simpli es the support for characteristie&arithmetic. Previous uni ed
architectures are exclusively designed to implement etdtrplication operations and thus
carry-save representation they utilized makes it verydiift to perform other operations
such as comparison and subtraction. Consequently, cssiced architectures have
to transform redundant representation to non-redundamésentation to perform these
operations. However, these operations bene t from thesed architecture. For instance,
a subtraction operation result in no overhead compareddibiad since it can be done by

wiring in hardware.
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Although there has been a consensus on the bene ts of unre@utactures, no attempt
has been reported in the literature to this date to quarti§ttene t. We, for the rsttime,
characterized and compared our uni ed architecture in $aofrthef Area CPDg metric
and provided extensive implementation results to give aialy establish the value of the
proposed architecture. We have found out that the propasestiarchitecture provides at
least24:88%and3207%improvement over non-uni ed architectures and classicald
architectures, respectively.

Our design is pipelined for improved ef ciency and is scdéaltHence, different preci-
sions can be easily supported without the redesign of the cdre number of processing
units can be adjusted to given silicon area and/or the dkpggormance. We believe, this
highly versatile architecture will ful Il a critical needchisupporting elliptic curve cryptog-
raphy, RSA/DH schemes, and identity based cryptograpmguessingle architecture in an
ef cient manner.

Furthermore, we presented a novel scheme for building gtevror detection capa-
bilities into Tate pairing computations when realized eitm hardware or software. The
proposed scheme over the extension eld provides quani dévels of protection in a
weak attacker model. The other proposed scheme built onatbe leld provides quanti -
able levels of protection in a well de ned strong attackerd®aio

We determined the overhead incurred by implementing thestadpproach in hardware
at various operating points. IThe overhead varies for hardvimplementations. When a

more serial implementation approach is taken (reducingttiemetic units and increas-
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ing the number of iterations), then the latency overheaddsiced, and eventually almost
vanishes, when the number of multipliers employed to realie robust approach is more
than half of the number of multipliers employed for the stadmplementation.

Finally, we developed a mathematical framework that allows to build arithmetic
components as well as robust counters to realize loopingeiTate pairing algorithms by

Kwon [23] and Barreto et al. [4].
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