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Abstract

Most mo dern securit y standards and securit y applications are de�ned to b e algorithm in-

dep endent , that is, they allo w a c hoice from a set of cryptographic algorithms for the same

function. Since the Data Encryption Standard (DES) is curren tly the most widely used

priv ate-k ey encryption algorithm, DES is usually amongst them. Field Programmable Gate

Arra ys (FPGA) are recon�gurable hardw are devices. They can switc h algorithms on-the-


y . Th us, cryptographic algorithms whic h are implemen ted on FPGAs pro vide an an ideal

matc h for algorithm indep enden t securit y applications. On FPGAs, cryptographic algo-

rithms can run m uc h faster than on soft w are while preserving the securit y of traditional

hardw are solutions. A t the same time, FPGAs allo w p oten tially the same 
exibilit y as

soft w are do es. Although there ha v e b een a few previous rep orts on DES implemen tations

on recon�gurable devices, there has b een no systematic treatmen t of that matter.

W e designed and implemen ted v arious arc hitecture options with strong emphasis on

high-sp eed p erformance. T ec hniques lik e pip elining and lo op unr ol ling w ere used and their

e�ectiv eness for DES on FPGAs in v estigated. W e also p erformed optimization on a lo w er

lev el. The most in teresting result is that w e could ac hiev e data rates of up to 384 Mbit/s

using a standard Xilinx FPGA (sp eed-grade -3). This result is b y factor 30 faster than

soft w are implemen tations while w e are still main taining 
exibilit y .
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Chapter 1

In tro duction

1.1 Motiv ation

W e are in the midst of a shift to w ard an information so ciet y . In a recen t study [10]

Dataquest rep orts that at the end of 1997 82 million computers w ere connected to

the In ternet. They pro jected the n um b er of computers connected to the In ternet for

the y ear 2001 to b e 268 million. With this immense gro wth the In ternet also b e-

comes more and more attractiv e as a mark et place. Other areas of comm unications

are gro wing to o, e.g., the wireless comm unication mark et, electronic pa ymen t systems

( home b anking ), to name just a few. A t the same time securit y asp ects of information

and comm unication systems are of gro wing concern. T app ed mobile phone con v ersa-

tions, stolen credit card n um b ers, fak ed bank transactions are just a few examples of

threats imp osed b y an unprotected comm unication infrastructure. The cen tral to ol

for ac hieving the desired securit y is cryptograph y .

Already in 1972, the National Bureau of Standards, no w the National Institute

of Standards and T ec hnology (NIST), w as a w are of the p oten tial thread to computer

and comm unications data. They initiated a program to dev elop a standardized en-

cryption algorithm. In 1976 the Data Encryption Standard (DES) w as released. Since

1



CHAPTER 1. INTR ODUCTION 2

then DES w as appro v ed b y the American National Standards Institute (ANSI X3.92)

and renamed Data Encryption Algorithm (DEA), b y the In ternational Standards Or-

ganization (ISO) and man y bank standards. DES is b eing review ed ev ery �v e y ears

for renew ed appro v al. The next review is sc heduled for this y ear and it is exp ected

that DES will not b e reappro v ed for another �v e y ears. DES is curren tly the most

widely used priv ate-k ey algorithm and it is also part of man y other standards e.g.,

for A TM cell encryption, the Secure So c k et La y er proto col, and for v arious ANSI

banking standards. Ev en if DES is not b eing reappro v ed, it is still imp ortan t and will

con tin ue to pla y a ma jor role for sev eral more y ears.

Most new securit y standards and securit y applications are de�ned to b e algo-

rithm indep endent . That is, for a giv en securit y service suc h as priv acy , a n um b er of

di�eren t algorithms can b e used alternativ ely . This situation applies to public-k ey

based services as w ell as to priv ate-k ey services. It is fairly easy to switc h crypto

algorithms in soft w are, but it is di�cult in hardw are. On the other hand, hardw are

solutions pro vide a b etter sp eed and higher ph ysical securit y . One answ er to this

problem is recon�gurable hardw are, based on mo dern �eld programmable gate arra y ,

or FPGA, devices. FPGAs can switc h algorithms, they can th us b e used to build

algorithm agile applications. This means that the same device can b e used for dif-

feren t algorithms, the nature of the algorithms do es not matter. In cryptographic

applications, an FPGA can b e used for the realization of sev eral di�eren t encryption

algorithms. Although at a giv en time only one algorithm is con�gured, the FPGA can

b e recon�gured with a di�eren t algorithm on-the-
y if needed. Moreo v er the same

FPGA can therefore b e used for public-k ey and priv ate-k ey algorithms. In summary ,

cryptographic algorithms on FPGAs b ear a n um b er of adv an tages suc h as:

� Algorithm agilit y , the same FPGA can b e reprogrammed on the 
y to supp ort

di�eren t algorithms,

� Scalable securit y , through di�eren t v ersions on the same algorithm (e.g., DES
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and triple-DES),

� Alterable arc hitecture parameters , e.g., desirable features suc h as v ariable

S-b o xes, v ariable n um b er of rounds, or di�eren t mo des of op eration can easily

b e realized,

� Resource e�cien t the same resource can b e used for priv ate and public-k ey

algorithms.

Although there ha v e b een a few previous rep orts on DES implemen tations on re-

con�gurable devices, there has b een no systematic treatmen t of the matter. In this

thesis, sev eral arc hitectural options for DES implemen tation on FPGAs are in v esti-

gated and implemen ted with a strong emphasis on high-sp eed arc hitectures.

1.2 Thesis Outline

Chapter 3 describ es the design and implemen tation cycle. F urthermore it giv es an

o v erview of the hardw are and soft w are to ols w e used for our researc h. In addition it

includes some remarks on the p erformance and e�ectiv eness of the to ols.

Chapter 4 pro vides an in tro duction to the Data Encryption Standard. It also

concerns the mo des of op eration and enhancemen ts to DES.

Chapter 5 explores di�eren t arc hitecture options for DES lik e lo op unrolling and

pip elining. A t the end it pro vides an o v erview of the arc hitecture v ersions w e decided

to implemen t.

Chapter 6 is concerned with the design of the circuit. DES is brok en do wn in to

small elemen tary computational units and some optimizations are p erformed.
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Chapter 7 describ es the implemen ted arc hitectures in detail. It explains our c hoice

of device and giv es an o v erview of the source co de. The signals of the con trol logic

for eac h arc hitecture are discussed in detail.

Chapter 8 presen ts the results of our implemen tations of the di�eren t arc hitec-

tures. W e compare the ac hiev emen ts of pip elining and lo op unrolling and discuss the

in
uence of c hip parameters.

Chapter 9 concludes this w ork with a short summary of the results and some

recommendations for further researc h.



Chapter 2

Previous W ork

This c hapter summarizes previous w ork on hardw are implemen tations of DES. It

distinguishes b et w een ASIC and FPGA implemen tations and also men tions future

tec hnologies whic h migh t b ecome imp ortan t for DES implemen tations.

2.1 Early W ork

Early references for custom hardw are implemen tations are [6 ] and [11]; b oth pap ers

w ere presen ted at CR YPTO 84 . [6] describ es an DES implemen tation whic h supp orts

all four mo des of op eration. The maxim um sp eed of this c hip is said to b e 20 Mbit/sec.

The pap er [11 ] concerns an LSI digital encryption pr o c essor . It enables a user to

program an y mo de of op eration. The maxim um sp eed is giv en as 4.72 Mbit/sec.

In 1988 [8] w as published. It describ es a CMOS c hip in 3- � m double-metal tec h-

nology whic h can ac hiev e a data rate of 32 Mbit/sec. This is 60% faster than the

implemen tation sho wn in [6]. It also supp orts all mo des of op eration.

Earlier reference [3] is the �rst pap er whic h is mainly concerned with increasing

the p erformance of DES b y restructuring the algorithm. This pap er men tions the

one-r ound sub-key pr e c omputation as a sp eed-up tec hnique. Another in teresting idea

5
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that is presen ted in this pap er is X OR r e arr angement whic h tak es one X OR-dela y

out of the critical path. W e did not emplo y this approac h in our design, as mo dern

FPGA syn thesizing to ols optimize the lo w lev el logic themselv es. The data rate of

the implemen tation w as not men tioned.

2.2 Curren t Implemen tations

Mo dern custom hardw are implemen tations can ac hiev e data rates of 1 Gbit/sec and

b ey ond. Reference [2 ] w as the �rst rep ort of a custom c hip, emplo ying mo dern Gal-

lium Arsenide tec hnology to ac hiev e 1 Gbit/sec. In a later publication of the same

researc h group [5] they describ e this design in more detail. They also men tion that

the fasted c hip they tested could run at 1.4 Gbit/sec. One ma jor disadv an tage of this

design is, that only a 7 bit wide p ort is a v ailable for loading the master k ey . That

means that frequen t k ey c hanges slo w this c hip do wn signi�can tly .

The �rst pap er to sho w an implemen tation of DES on FPGAs is [9]. Their ap-

proac h generates k ey-sp eci�c circuitry for the Xilinx FPGAs. One dra wbac k of this

approac h is that a binary image (bit-stream) for eac h k ey has to b e precomputed b e-

fore it can b e used in the device. W e exp erienced run times of the syn thesis and place

and route to ols from 4 hours to longer than w eeks on high p o w er w orkstations. This

is a task that can not b e accomplished on the 
y . Hence, prestored binary images

limits the n um b er of k eys that can b e used drastically . F urthermore ev en their fastest

implemen tation without decryption and adjusted to one k ey , is in the same device

(although a slo w er sp eed grade) b y factor three slo w er and requires almost t wice as

m uc h logic resources as the design w e presen t in this pap er DES ED16 .

A v ery in teresting tec hnology , esp ecially for algorithm agile implemen tations is

presen ted in [4]. The new tec hnology Dynamic al ly Pr o gr ammable Gate A rr ays (DP-

GAs) supp ort a single cycle, arra y wide con text switc h. That means that it tak e
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only one clo c k cycle for the device to switc h to an en tirely di�eren t algorithm. With

curren t FPGAs this tak es 10's of milliseconds due to limited bandwidth to o�-c hip

memories [14]. Although [4] do es not target cryptographic applications in particular,

DPGAs seem highly attractiv e for these purp oses.



Chapter 3

Metho dology

This c hapter describ es the design pro cedure w e applied for our researc h. It also

describ es our c hoice of to ols in hardw are and soft w are as w ell as it includes some

remarks on the p erformance and e�ectiv eness of the to ols.

3.1 The Design Cycle

The general design cycle for this w ork consisted of the follo wing steps:

1. Researc h of DES algorithm

2. Researc hing arc hitecture options

3. Optimizing the DES arc hitecture

4. VHDL implemen tation of basic DES function blo c ks

5. Creating m ultiple v ersions of the DES design emplo ying di�eren t arc hitecture

options

6. V erifying eac h v ersion on the register-transfer-lev el (R TL)

8
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7. Syn thesis and logic optimization

8. Place and Route for a sp eci�c device

9. Bac k-annotated v eri�cation of the design

The steps outlined ab o v e w ere p erformed more or less in this order. Steps 1

trough 4 w ere p erformed �rst and sometimes ev en concurren tly; e.g., during the

VHDL implemen tation of the basic function blo c ks some more ideas for optimization

dev elop ed.

Steps 5 to 9 w ere p erformed in this order for eac h design separately . The next

design w as started usually while the curren t design w as in the Plac e and R oute stage,

b ecause this particular stage to ok the longest time. In case a v eri�cation step did not

giv e the desired results, w e had to go bac k some steps, usually till step 5 or ev en 4,

to �x that problem and start the design pro cess again from there.

Early in the design w e decided up on a FPGA v endor and a device family as

describ ed in Subsection 7.1. That decision w as based ma jorly on previous w ork in

this area done b y Haskins (see [7]). Av ailabilit y of the actual Chip and the to ols w ere

another imp ortan t reason. This enabled us to use v endor sp eci�c macros (LogiBLO X,

see Chapter 6.3.1).

3.2 T o ols

The en tire design, with the exception of the LogiBLO X, w as implemen ted using

VHDL. Eac h design w as tested at the register-transfer-lev el (R TL), i.e., righ t from

the VHDL �les and LogiBLO X VHDL sim ulation mo dels. This w a y w e could �nd

logical errors and ma jor timing problems early in the design phase. F or the rtl-lev el

sim ulation Synopsys VHDL analyzer ( vhdlan ) v ersion 1997.08 w as used.
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The next step is to syn thesis the design and create an optimized netlist describing

the gate lev el design in Xilinx format. Synopsys fpga analyzer v ersion 1997.08

accomplished this task.

The netlist is used b y Xilinx to place and route the design for a sp eci�c device.

The result is a bit-stream to program the c hip, a sim ulation mo del as w ell as exact

timing results. The Xilinx design-manager dsgnmgr v ersion M1.3.7 w as emplo y ed for

this.

The �nal step is to v erify the design once again, this time with the sim ulation

mo del generated b y the Xilinx to ols. This sim ulation mo del con tains the actual

ph ysical net, CLB, and pad dela ys in tro duced from the device. The Synopsys VHDL

analyzer ( vhdlan ) w as used once again to v erify this bac k-annotated design.

3.2.1 Xilinx Synopsys In terface

The Xilinx-Synopsys-Interfac e (XSI) design to ol kit allo ws to implemen t Xilinx Field

Programmable Gate Arra ys (FPGA) designs using the Synopsys FPGA Compiler. It

includes all libraries necessary for Synopsys fpga analyzer to optimize the design for

the FPGA and for Synopsys vhdlan to read the bac k-annotated designs from Xilinx

for past place and route v eri�cation. Figure 3.1 presen ts a 
o w c hart diagram of the

design 
o w with the XSI to ols.

3.2.2 Sim ulation and V eri�cation

As stated b efore, the design is v eri�ed t wice during the design pro cess. First the

R TL-lev el sim ulation of the VHLD source co de and the b eha vioral mo dels of the

LogiBLO X and second after place and route.

F or b oth sim ulations the same test b ench can b e used. The test b enc h is a VHDL

�le whic h con tains test v ectors and the order and timing of ho w they are going to

b e applied to the design. A sample test b enc h can b e found in App endix E and the
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design netlist

Synopsys
Libs

C Model

user constr

back_anno.vhd back_anno.sdf

ROUTE, TRACE, BACK_ANNOTATE)

(BUILD, MAP, TRACE, PLACE,

XILIX

XILINX libsScript

VHDL Design

Testbench

Synopsys Simulator ver. 1997.08Synopsys FPGA Analyzer  ver. 1997.08

bitstream

To PROM

design constr.

Figure 3.1: XSI design 
o w
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result of a past place and route timing sim ulation in App endix D.

The test v ectors for the design w ere generated b y a DES design written in C. This

program also pro vides results from within the DES design, so that smaller en tities

could b e tested and errors could b e trac k ed do wn easily to single VHDL �les.

The Synopsys sim ulator can w ork in t w o di�eren t mo des: c ompile d mo de and

interpr ete d mo de . In order to run in compiled mo de a C-compiler is necessary . On the

HP-W orkstation on whic h Sysnopsys is installed, a C-compiler w as not a v ailable to us.

Therefore w e had to run the sim ulator in in terpreted mo de. That required editing of

all the library �les used b y the design: mvlutil.vhd , mvlarith.vhd , logiblox.vhd ,

simprim Vcomponents.vhd , simprim Vpackage.vhd , and simprim VITAL.vhd and of

course time sim.vhd , whic h is the result of the past place and route timing sim ulation.

Sample script �les to in v ok e the sim ulation are presen ted in App endix A.1 and

App endix A.2.

3.2.3 Syn thesis

In the middle of our researc h w e switc hed syn thesis to ols from Workview O�c e to

Synopsys . That also included a shift from Windows to UNIX . It w as found that

the Synopsys to ols are m uc h more p o w erful than the W orkview O�ce en vironmen t,

but also m uc h more di�cult to learn. The do cumen tation accompan ying Synopsys is

quite extensiv e and v ery helpful.

One in teresting result of that switc h is that the design DES16 v1.1 (see 6.3) syn-

thesized with W orkview O�ce could run at a maxim um sp eed of 62 Mbit/sec, whereas

adjusted to Synopsys and syn thesized the same design could run at a maxim um sp eed

of 88 Mbit/sec.

Another ma jor adv an tage of Synopsys is the abilit y to run script �les . All neces-

sary steps to syn thesize and optimize a design, prepare summaries and sp ecifying the

setup parameters, can b e included in a script �le. A sample script �le is pro vided in
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App endix B.

3.2.4 Place and Route

The Xilinx place and route to ols w ere used on the HP W orkstations as w ell as on

Windo ws computers. The Windo ws computers w ere P en tium based PCs running at

200 Mhz, whereas the HPs are running at 60 MHz and at 75 Mhz. Therefore the

Xilinx to ols w ere m uc h faster on the PCs, but still the pace and route pro cess to ok

in some cases more than a w eek. The results ac hiev ed using the Xilinx to ols on the

PCs w ere comparable with the results ac hiev ed using the Xilinx to ols on the HPs.

The input to the place and route to ols is a design netlist and constrain ts �le

generated b y Synopsys, as w ell as user constrain ts, sp ecifying the maxim um clo c k

p erio d desired and pin assignmen ts. The output of this pro cess is a bit-stream �le

that can b e used to program the FPGAs and the bac k-annotated design.

F urthermore the Xilinx to ols p erform a timing analysis after place and route

whic h sho ws the minim um clo c k p erio d for the giv en design. This clo c k p erio d is

guaran teed b y Xilinx for the design and therefore is to b e seen as rather p essimistic.

W e are using this timing result for our sp eed calculations.



Chapter 4

DES Algorithm

The Data Encryption Standard w as published b y the National Bureau of Standards

in 1975. DES is a so-called Blo ck Cipher , i.e., it encrypts or decrypts a whole blo c k of

data bits at once as opp osed to stream ciphers whic h encrypt or decrypt a bit-stream

bit b y bit. Figure 4.1 sho ws a basic I/O diagram of DES.

DES

64

X

64

56

Key
k

Data Out
Y

Data In

Figure 4.1: Ov erview of DES

DES encrypts blo c ks of 64 bits length (plain text) with a 56 bits long k ey . The

result is a ciphertext of equal length to the plain text. During the explanation of

DES in this c hapter w e will concen trate on the encryption function The decryption,

whic h is almost iden tical to the encryption function. function will b e discussed in

Section 4.3. Our description will highligh t the in ternal functions of DES whic h are

imp ortan t for a hardw are implemen tation.

14
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Here is a small example of ho w DES w orks. Alice and Bob are sharing the same

k ey k . Alice encrypts the plain text x and sends the encrypted v ersion y o v er the

net w ork to Bob. Bob uses the same k ey and the in v erse of the DES function to

reco v er the plain text x .

Alice Bob

DES-1

k

XY
DES

k

X

DES

k

( X ) = Y DES

� 1

k

( Y ) = X

4.1 The DES Core F unction

Figure 4.2 sho ws an o v erview of the whole DES-Algorithm. The plain text input of

DES x gets p erm uted b y the initial p ermutation IP resulting in x

0

. F or the next step

x

0

is split up in to the higher (�rst) 32 bits L

0

and the lo w er (last) 32 bits R

0

(little

endian): IP( x ) = L

0

R

0

.

This is the input for the main DES function, the so called F eistel Network . It

con tains an iterativ e structure; a certain function is executed 16 times where the

input of the next round is the output of the previous round. Figure 4.3 sho ws one

round of DES.

The index i indicates for the curren t iteration and can therefore tak e the v alues

1 � i � 16. The result of one round of the DES algorithm can b e describ ed as:

L

i

= R

i � 1

R

i

= L

i � 1

� f ( R

i � 1

; K

i

)

where � denotes the exclusiv e-or of t w o bit-strings. The f -function of eac h round

is dep enden t on R

i � 1

and the sub-key K

i

of the 56-bit k ey . After the 16th round

R

16

and L

16

get sw app ed resulting in R

16

L

16

and the �nal p erm utation IP

� 1

whic h
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f

32

32

32

L R 00

Initial Permutation
IP(X)

Message  X

64

64

f

32

32

32

L R1 1

L R15 15

Cipher  Y = DES   (X)K

K 16
round 16

Transform  16

K 1

Transform  1

Key  K

56

56

32

32

32

32

IP     (R    , L    )
-1

16 16

Final Permutation

L R16 16

48

48

round 1

Figure 4.2: F unctional blo c k diagram of DES
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32

L

L R

R

f

i-1 i-1

ii

Transform i

i-1Round

Round i

iK

64

64

3232

48

Figure 4.3: DES F eistel net w ork

is in v erse to the initial p erm utation is applied. This generates the �nal ciphertext

y =IP

� 1

( R

16

L

16

).

The f -function (see Figure 4.4) tak es the 32 bits of R

i � 1

as input and expands it

to 48 bits; 16 bits of R

i � 1

are app earing t wice at the output E( R

i � 1

). The 48 bits are

com bined via an exclusiv e-or with the 48 bits sub-k ey K

i

from the k ey transformation:

E( R

i � 1

) � K

i

. This result is split in to 8 blo c ks of 6 bits eac h whic h form the input of

the S-Boxes . The S-Bo xes are basically lo ok-up tables whic h assign eac h 6-bit input

v alue a 4-bit v alue. The eigh t 4-bit v alues get com bined to 32 bits and a p erm utation

P is applied. The resulting bit-string is f ( R

i � 1

; K

i

).

4.2 DES Key Sc heduling

Eac h round of DES requires a distinct sub-k ey K

i

. These sub-k eys are generated

from the k ey K . The k ey K is 64 bits long and con tains eigh t parit y c hec k bits, so
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Transform i

iK

SBOX 1

666

4 4

E (R
i-1

48

Expansion )

48

32

4

SBOX 2 SBOX 8
. . .

Permutation P

32

32

Figure 4.4: DES f-function

the e�ectiv e k ey is 56 bits long. The 56 bit k ey is also the input the design describ ed

here exp ects.

The sub-k ey generation is also an iterativ e pro cess comprising 16 rounds. The

56-bit k ey gets p erm uted b y the p erm utation PC-1 and then split up in to t w o halfs,

eac h 26 bits long: PC-1( K ) = C

0

D

0

, where C

0

denotes the higher (�rst) 32 bits and

D

0

the lo w er (last) 32 bits (little endian).

F or eac h round of the F eistel net w ork a new sub-k ey is b eing generated. Figure 4.5

sho ws one iteration of the DES k ey sc hedule. With eac h iteration C

i � 1

and D

i � 1

are

rotated left (cyclic shift left) denoted as LS

i

. Dep ending on i , C

i � 1

and D

i � 1

are

shifted one p osition (for i = 1,2,9,16) or t w o p ositions (otherwise).

C

i

= LS

i

( C

i � 1

)
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D

i

= LS

i

( D

i � 1

)

The result C

i

and D

i

are passed as input to the next round and are also p erm uted

with the p erm utation PC-2 to form the sub-k ey: K

i

=PC-2( C iD i ). This p erm utation

reduces the n um b er of bits from 56 to 48.

28

56

56

P
er

m
ut

at
io

n 
P

C
-2 28

K
i

48 56

Rotate LS
i

28

Rotate LS
i

D iC i

C D i-1i-1

28

Figure 4.5: DES k ey sc hedule

4.3 Decryption

DES decryption uses the same algorithm as encryption. The only di�erence is that

the sub-k eys ha v e to b e generated in a rev erse order K

16

; : : : ; K

1

. The result will b e

the plain text x . In order to create the sub-k eys in the rev erse order, C

i � 1

and D

i � 1

ha v e to b e cyclicly shifted righ t, as opp osed to left for encryption, dep ending on i .

The follo wing T able 4.1 sho ws ho w man y p ositions C

i � 1

and D

i � 1

ha v e to b e shifted.
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Iteration 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Encryption 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

Decryption 0 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

T able 4.1: DES sub-k ey shift sc hedule

4.4 DES Mo des of Op eration

F our mo des of op eration ha v e b een standardized for DES (see [13 ] page 83): ele c-

tr onic c o deb o ok mo de (ECB), cipher blo ck chaining mo de (CBC), cipher fe e db ack mo de

(CFB), and output fe e db ack mo de (OFB).

Electronic Co deb o ok Mo de (ECB) is the simplest approac h for using a blo c k

cipher. The plain text is divided in to 64 bit long blo c ks X

i

and eac h blo c k is encrypted

separately (see Figure 4.6). Iden tical plain text blo c ks result in iden tical ciphertext

blo c ks: Y

i

= e

k

( X

i

). The ma jor problem with this simple mo de of op eration is that

ciphertext substitution attac ks can b e p erformed.

K

eX 0 X 1 X 2 Y YY0 1 2 e-1

K

X 0 X 1 X 2

Figure 4.6: Electronic Co deb o ok Mo de

Cipher Blo c k Chaining Mo de (CBC) emplo ys an initialization v ector IV and a

feedbac k lo op. Eac h blo c k of ciphertext dep ends on all previous blo c ks of ciphertext

(see Figure 4.7). The �rst blo c k of the plain text is X ORed with the initialization

v ector b efore it is encrypted. All consecutiv e blo c ks is X ORed with the encrypted

previous blo c k b efore they are encrypted: Y

0

= e

k

( X

0

� I V ) and Y

i

= e

k

( X

i

� Y

i � 1

)

for i � 1.
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Y i-1Y i-1

e

k

IV

Y i-1

X i

Y i-1

Y i

X i

i=0

e

k

-1

IV i=0

Figure 4.7: Cipher Blo c k Chaining Mo de

Cipher F eedbac k Mo de (CFB) is often emplo y ed to encrypt messages smaller

than 64 bits; it do es not require padding. Figure 4.8 sho ws a sc hematic of the CFB. A

shift-register is preloaded with an initialization v ector IV in stage i = 0. The parallel

output of this 64 bits wide shift register is encrypted: ~z

0

= e

k

( I V ).

e

k b : l Y i-1 Y i-1 b : l

e

k

X i
Y i

X

l

i

Z i
~

Z i

SR SR
bb

l

l l

bb

l l

Figure 4.8: Cipher F eedbac k Mo de

The leftmost l bits are tak en ~z

i

! z

i

and X ORed with the l bits long plain text to

generate the ciphertext: Y

i

= X

i

� z

i

. The shift register is then shifted b y l bits and

Y

i

loaded in to the righ tmost p osition. Encryption of the new shift register con ten ts

creates the new ~z

i +1

.
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Output F eedbac k Mo de is similar to CFB except that output of the encryption

function is used as feedbac k and not the ciphertext.

4.5 DES Enhancemen ts

DES can b e made more secure if it is used three times ( triple encryption ) in a ro w.

Tw o di�eren t t yp e of triple encryption are v ery common: encrypt-decrypt-

encrypt and encrypt-encrypt-encrypt .

F or the encrypt-decrypt-encrypt t yp e usually only t w o k eys are used. The plain-

text X gets encrypted with the �rst k ey e

k 1

( X ), decrypted with the second k ey

e

� 1

k 2

( e

k 1

( X )) and then encrypted again with the �rst k ey: Y = e

k 1

( e

� 1

k 2

( e

k 1

( X ))).

Figure 4.9 sho ws the encrypt-encrypt-encrypt t yp e. The plain text X gets en-

crypted three times in a ro w with a di�eren t k ey for eac h: Y = e

k 3

( e

k 2

( e

k 1

( X ))).

e

k

e

k

e

k1 2 3

X Y

Figure 4.9: T riple encryption

Please note that double encryption do es not result in a signi�can tly larger k ey

space than single encryption due to the me et-in-the-midd le attac k. Due to this attac k,

the k ey space of triple encryption is roughly 2

2 � 56

= 2

112

[1].
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Arc hitecture

The �rst step for an e�ectiv e implemen tation of DES is to structure the algorithm

and ev aluate the resulting arc hitecture options.

5.1 Structuring DES

As describ ed in Section 4 the DES algorithm con tains an iterativ e structure. Data

is passed through the F eistel Net w ork, as sho wn in Figure 4.3, 16 times, eac h time

with a di�eren t sub-k ey from the k ey transformation. Figure 5.1 sho ws this using a


o w-c hart. The plain text is the input and the iteration coun ter i is set to 1. The

F eistel Net w ork is sho wn as a b o x lab eled R ound

i

. After eac h round, i is tested if it is

smaller than 16 and if so, i is incremen ted b y one, the curren t output is fed-bac k in to

the F eistel Net w ork, and the next iteration starts. After 16 rounds the calculation of

the ciphertext y is done.

F rom the 
o w c hart w e can deriv e the blo c k diagram of DES whic h is closer to the

hardw are implemen tation and therefore enables us to in v estigate further enhance-

men ts. The blo c k diagram sho wn in Figure 5.2 comprises the same design as the


o w c hart.

23
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Round i i = i + 1Transform i

X

i < 16
y

n

i = 1

Y

Figure 5.1: Flo w c hart of DES

Register

Data Key

Initial Permutations

Combinatorial Logic

Final Permutations

Encrypted Data

Multiplexer Multiplexer

Register

Figure 5.2: DES blo c k diagram

As w e ha v e seen in Section 4, the incoming data and k ey are passed through initial

p erm utations. Then the data passes 16 times through the F eistel Net w ork and also
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16 sub-k eys are generated sim ultaneously . Both, the F eistel Net w ork op eration and

the sub-k ey generation is denoted in the blo c k diagram as Combinatorial L o gic (CLU,

com binatorial logic unit). In order to b e able to lo op the output bac k to the input

of the com binatorial logic unit w e need R e gisters and Multiplexers . The m ultiplexer

switc hes the inputs of the com binatorial logic unit b et w een data from the previous

round and new input data and k ey . The registers store the results of eac h lo op and

pass them on to the m ultiplexer. The output of the data register passes through the

Final Permutation . F or simplicit y the result of eac h lo op passes through the �nal

p erm utation and then to the output. It is the resp onsibilit y of a con trol logic to

signal an external en tit y if the output is v alid or not.

5.2 Lo op Unrolling

In this section w e will discuss the �rst general tec hnique for accelerating a DES

hardw are implemen tation. Lo op Unrolling is the concatenation of t w o com binatorial

units in order to half the n um b er of iterations. This means that with one clo c k cycle

t w o rounds of DES will b e calculated. Figure 5.3 sho ws the blo c k diagram. This

blo c k diagram di�ers from Figure 5.2 only in the 2nd com binatorial logic unit. The

initial and �nal p erm utations as w ell as the registers and m ultiplexers are the same.

Where is no w the sp eed impro v emen t? In the not unrolled v ersion, one iteration

of DES has the follo wing simple timing mo del: T

mux

+ T

cl

+ T

r eg

where T

mux

denotes

the time a signal needs to pass through a m ultiplexer, T

cl

the dela y in tro duced b y the

com binatorial logic, and T

r eg

the dela y in tro duced b y the register. So for the whole

16 rounds this sums up to: 16 � T

mux

+ 16 � T

cl

+ 16 � T

r eg

.

The equation for the lo op unrolled v ersion lo oks lik e this: T

mux

+ 2 � T

cl

+ T

r eg

. This

has to b e executed 8 times, so that the o v er-all dela y is no w: 8 � T

mux

+ 16 � T

cl

+ 8 � T

r eg

.

The same principle can b e applied to four unrolled DES rounds. The follo wing list
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Combinatorial Logic 1

Combinatorial Logic 2

Initial Permutations

Multiplexer Multiplexer

Final Permutations

Register Register

Encrypted Data

Data Key

Figure 5.3: Blo c k diagram of DES with 2 unrolled lo ops

sho ws the timing for eac h case.

DES not unrolled : 16 � T

mux

+ 16 � T

cl

+ 16 � T

r eg

2 unrolled lo ops : 8 � T

mux

+ 16 � T

cl

+ 8 � T

r eg

4 unrolled lo ops : 4 � T

mux

+ 16 � T

cl

+ 4 � T

r eg

Ob viously w e can not reduce the dela y in tro duced b y the com binatorial logic

units but w e reduced the runs through the m ultiplexers and bu�ers b y half. But

there is another motiv ation for sp eed increase if mo dern design metho ds are applied.

It is p ossible that the syn thesis to ols can optimize an unrolled design b etter, and

therefore the logic can p oten tially b e reduced. Also the routing can b e more e�ectiv e.

5.3 Pip elining

W e no w discuss the second arc hitectural principle for accelerating DES. Pip elining

tries to ac hiev e a sp eed impro v emen t in a di�eren t w a y . Instead of pro cessing one
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blo c k of data at a time, a pip elined design can pro cess t w o or more data blo c ks. A

design with t w o pip elines is sho wn in Figure 5.4. The blo c k diagram in Figure 5.4 is

v ery similar to the one with the t w o unrolled lo ops (Figure 5.3). The only di�erence

is the additional bu�er b et w een the com binatorial logic units.

Register 1 Register 1

Combinatorial Logic 2

Register 2 Register 2

Final Permutations

Encrypted Data

Initial Permutations

Multiplexer Multiplexer

Data Key

Combinatorial Logic 1

Figure 5.4: Blo c k diagram of DES with 2 pip elines

The �rst blo c k of data x

1

and the asso ciated k ey k

1

are loaded and passed through

the initial p erm utations and the m ultiplexer. The 1st com binatorial logic unit com-

putes x

1 ; 1

and k

1 ; 1

whic h is stored in to the 1st register blo c k. On the next clo c k cycle

x

1 ; 1

and k

1 ; 1

lea v e the 1st registers and the 2nd com binatorial logic unit computes

x

1 ; 2

and k

1 ; 2

whic h is put in to the 2nd register blo c k. A t the same time the second

blo c k of data x

2

and k ey k

2

are loaded and passed through the initial p erm utations,

and the m ultiplexer, and the 1st com binatorial unit computes x

2 ; 1

and k

2 ; 1

whic h get

mo v ed in to the 1st register blo c k.
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No w the pip eline is �lled and with eac h clo c k cycle another iteration for t w o pairs

of data and k ey are computed. The data whic h has en tered the pip eline �rst, will

also exit it �rst. A t that time the next data and k ey pair can b e loaded.

The adv an tage of this design is that t w o or more data{k ey pairs can b e w ork ed

up on at the same time. As there is still only one instance of the initial p erm utations,

the m ultiplexer and the �nal p erm utation, the cost in terms of resources on the c hip

will not b e t wice as high as if w e implemen ted t w o full non pip elined DES designs.

Also there has to b e only one con trol logic whic h is just sligh tly more complicated than

for a non pip elined DES design. The maxim um clo c k sp eed should b e roughly the

same as during one clo c k cycle the same amoun t of logic resources has to b e tra v ersed

as in the non pip elined design. It is also straigh t forw ard to design pip elines with

more than t w o stages, e.g., with four.

5.4 Com bination of Pip elining and Lo op Unrolling

It is p ossible to com bine b oth arc hitecture acceleration tec hniques that w e just de-

scrib ed. Eac h pip eline w ould con tain t w o unrolled lo ops. The resulting blo c k diagram

sho wn in Figure 5.5 lo oks similar to Figure 5.4 except that eac h com binatorial logic

unit is duplicated. During one clo c k cycle t w o iterations of t w o data{k ey pairs get

computed: x

1 ; 4

and k

1 ; 4

get computed from x

1 ; 2

and k

1 ; 2

, and x

2 ; 2

and k

2 ; 2

get com-

puted from x

2

and k

2

.

5.5 Comparison and Design Decisions

As describ ed in Section 4.4 some DES mo des of op eration require that the output

of DES is used to compute the next input (e.g., the CFB mo de). If suc h a mo de is

to b e used, a pip elined design w ould not w ork, as it pro cesses t w o data{k ey pairs at

the same time. A lo op unrolled design w ould w ork �ne and is the only metho d for
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Register 1 Register 1

Combinatorial Logic 1

Combinatorial Logic 2

Combinatorial Logic 3

Combinatorial Logic 4

Register 2 Register 2

Final Permutations

Encrypted Data

Initial Permutations

Multiplexer

Data Key

Multiplexer

Figure 5.5: Blo c k diagram of DES with 2 unrolled lo ops within 2 pip elines

sp eed-up that can b e applied for suc h mo des. In an application that is not sub ject

to this constrain t, lik e ECB-mo de or A TM-coun ter mo de, the pip elined v ersions can

b e used. A pip elined design should result in a higher sp eed-up than a lo op unrolled

design.

One ma jor ob jectiv e of this thesis w as to obtain a realistic comparison of the di�er-

en t acceleration metho ds (lo op unrolling, pip elining, com bination of b oth). T able 5.1

sho ws the arc hitecture v ersions w e decided to implemen t.
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Name Description

DES ED16 standard DES (16 iterations)

DES ED8 DES with 2 unrolled lo ops (8 iterations)

DES ED4 DES with 4 unrolled lo ops (4 iterations)

DES ED16x2 DES with 2 pip elines

DES ED16x4 DES with 4 pip elines

DES ED8x2 DES with 2 pip elines eac h con taining 2 unrolled lo ops

T able 5.1: Implemen ted DES arc hitectures



Chapter 6

DES Design

This section is concerned with the design of the circuit. The next step after analyzing

the arc hitecture of DES is to break DES do wn in to small elemen tary computational

units, so called function blo cks and then to analyze ho w they can b e implemen ted

e�cien tly . After this some further optimization can b e done.

6.1 DES F unction Blo c ks

In this section w e will only describ e a not-unrolled and not-pip elined v ersion of DES.

Also, only encryption is p ossible. The function blo c ks dev elop ed can then also b e

used for the more adv anced designs.

In the previous section w e ha v e sho wn that the DES design comprises the initial

p erm utation, the �nal p erm utation, registers and m ultiplexers. The com binatorial

logic unit needs to b e in v estigated further. It con tains the F eistel net w ork and the

k ey sc heduling.

The F eistel net w ork, as sho wn in Figure 4.3, comprises a 32-bit X OR and the

f -function. The f -function is comp osed of an expansion b o x, a 48-bit X OR, eigh t

S-Bo xes and a p erm utation b o x.

31
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The k ey sc hedule needs shift registers and a p erm utation b o x. The shift registers

ha v e to rotate the bits b y one or t w o p ositions dep ending on the round and c hange

directions if the mo de c hanges b et w een encryption or decryption. The basic function

blo c ks for all these op erations are

� P erm utation Bo xes and Expansion Bo xes

� Registers

� Multiplexers

� Standard Logic F unctions (X OR)

� S-Bo xes

� Shift Registers

6.2 Logic Resources

Ev ery function blo c k listed in the previous section will b e analyzed here and w a ys to

implemen t them will b e sho wn.

6.2.1 P erm utation Bo xes and Expansion Bo xes

P erm utation b o xes reorder the bits of a bit-string. Expansion b o xes are a sp ecial form

of p erm utation b o xes; they also duplicate bits. Reordering and duplication of bits

requires no logic resources, it can b e implemen ted b y wiring only . The outputs of the

previous logic blo c k are wired in a di�eren t (p erm uted) order to the next logic blo c k.

If the p erm utation is directly at the input or at the output of the device, whic h is the

case for the initial p erm utations and the �nal p erm utation, the reordering tak es place

in the wiring of the I/O pins of the device and the logic blo c ks they are connected
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to. Therefore a p erm utation or expansion causes no additional dela ys, except some

wiring dela ys if it complicates the wiring. F ollo wing is an example of the VHDL

description of the PC1BO X , whic h is the initial p erm utation for the k ey .

library ieee;

use ieee.std_logic_11 64 .al l;

ENTITY pc1box IS PORT

( CD : IN std_logic_vector (56 downto 1);

KS : OUT std_logic_vector (56 downto 1));

END pc1box;

ARCHITECTURE behave OF pc1box IS

BEGIN

KS(1) <= CD(53); KS(2) <= CD(46); KS(3) <= CD(39); KS(4) <= CD(32);

KS(5) <= CD(52); KS(6) <= CD(45); KS(7) <= CD(38); KS(8) <= CD(31);

KS(9) <= CD(24); KS(10) <= CD(17); KS(11) <= CD(10); KS(12) <= CD(3);

KS(13) <= CD(51); KS(14) <= CD(44); KS(15) <= CD(37); KS(16) <= CD(30);

KS(17) <= CD(23); KS(18) <= CD(16); KS(19) <= CD(9); KS(20) <= CD(2);

KS(21) <= CD(50); KS(22) <= CD(43); KS(23) <= CD(36); KS(24) <= CD(29);

KS(25) <= CD(22); KS(26) <= CD(15); KS(27) <= CD(8); KS(28) <= CD(1);

KS(29) <= CD(25); KS(30) <= CD(18); KS(31) <= CD(11); KS(32) <= CD(4);

KS(33) <= CD(54); KS(34) <= CD(47); KS(35) <= CD(40); KS(36) <= CD(33);

KS(37) <= CD(26); KS(38) <= CD(19); KS(39) <= CD(12); KS(40) <= CD(5);

KS(41) <= CD(55); KS(42) <= CD(48); KS(43) <= CD(41); KS(44) <= CD(34);

KS(45) <= CD(27); KS(46) <= CD(20); KS(47) <= CD(13); KS(48) <= CD(6);

KS(49) <= CD(56); KS(50) <= CD(49); KS(51) <= CD(42); KS(52) <= CD(35);

KS(53) <= CD(28); KS(54) <= CD(21); KS(55) <= CD(14); KS(56) <= CD(7);

END behave;

6.2.2 Registers

Registers (data bu�ers) can b e implemen ted either in com binatorial logic or using

RAM elemen ts. Most mo dern FPGAs ha v e RAM/R OM elemen ts built in whic h are

more e�ectiv e than com binatorial logic for these purp oses.
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6.2.3 Multiplexers

Multiplexers can easily b e implemen ted using com binatorial logic. The syn thesizing

to ols will try to use prede�ned functions from the FPGA v endor to implemen t them.

The same is v alid for the registers to o. Here is an example of the VHDL description

of a 32-bit m ultiplexer.

library ieee;

use ieee.std_logic_11 64 .al l;

ENTITY mux32 IS PORT

( A : IN std_logic_vector (31 downto 0);

B : IN std_logic_vector (31 downto 0);

O : OUT std_logic_vector (31 downto 0);

sel : IN std_logic);

END mux32;

ARCHITECTURE behave OF mux32 IS

signal element : std_logic_vector (31 downto 0);

BEGIN

O <= element;

element <= B WHEN sel = '1' ELSE

A;

END behave;

6.2.4 Standard Logic F unctions

Standard logic functions, suc h as AND, OR, X OR are comp osed of basic gates. Their

p erformance do es not dep end of the width of the bit-string they ha v e to op erate up on,

e.g., the 32-bit X OR p erforms equally to the 48-bit X OR used in the F eistel net w ork.

F ollo wing is a VHDL example of the 32-bit X OR.

library ieee;

use ieee.std_logic_11 64 .al l;

ENTITY xormod IS PORT

( A : IN std_logic_vector (31 downto 0);

B : IN std_logic_vector (31 downto 0);
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Q : OUT std_logic_vector (31 downto 0));

END xormod;

ARCHITECTURE behave OF xormod IS

BEGIN

Q <= A XOR B;

END behave;

6.2.5 S-Bo xes

S-Bo xes are lo ok-up tables whic h are of size 6 x 4 and therefore con tain 64 4-bit v alues

(see Section 4.1). The implemen tation of the S-Bo xes is cruical for an e�cien t DES

design [7]. If they are implemen ted via com binatorial logic they need h undreds of

logic elemen ts. A study b y Greg Haskins [7 ] sho ws that using R OM elemen ts is the

most e�cien t w a y to implemen t S-Bo xes.

6.2.6 Shift Registers

The shift registers

1

used in the k ey sc hedule can b e classi�ed as c ombinatorial shifters ,

de cisive shifters and dir e ctional shifters . Figure 6.1 sho ws an o v erview of the di�eren t

shifters. All these shifters rotate a four-bit bit-string b y at most 1 bit.

Com binatorial Shifters shift b y a �xed n um b er of p ositions and they shift alw a ys,

not dep ending on a clo c k. They are essen tially p erm utations.

Decisiv e Shifters ha v e an additional input up on whic h they decide if the data

should b e shifted or not. A decisiv e shifter can b e realized with a m ultiplexer.

Directional Shifters are v ery similar to decisiv e shifters. They also ha v e the

additional input up on whic h they decide if the data has to b e shifted righ t or left. A

directional shifter can also b e realized with a m ultiplexer.

1

shift registers are used here synon ymously for rotators
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1 2 3 4

1 2 3 4

Combinatorial
Shifter

1 2 3 4

1 2 3 4

shift / not shift

Decisive Shifter

1 2 3 4 1 2 3 4
Multiplexer

1 2 3 4

1 2 3 4

Multiplexer

Directional Shifter

1 2 3 4 1 2 3 4 left /right

Figure 6.1: Implemen tation of shift registers

6.3 Optimizations

Figure 6.2 sho ws a detailed blo c k diagram of standard DES. It is a re�nemen t of the

high-lev el diagram in Figure 5.2. It con tains all the function blo c ks discussed in the

previous section. This design has b een implemen ted under the name DES16 V ersion

1.1 .

6.3.1 LogiBLO X

One simple w a y of optimizing the design is to use LogiBLO X. LogiBLO X are precon-

�gured, optimized mo dules for Xilinx FPGAs. The p erformance of the LogiBLO X

do es not dep end on the qualit y of the syn thesizing to ol, as mo dules describ ed in

VHDL w ould.

W e created a design using LogiBLO X named: DES16 V ersion 1.2 . The functional
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Figure 6.2: Detailed blo c k diagram of DES
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blo c ks w e implemen ted in this v ersion as LogiBLO X ha v e a ligh t grey bac kground in

the blo c k diagram sho wn in Figure 6.2.

6.3.2 Timing Analysis

Before the actual implemen tation w e can do a rough timing analysis of the design

sho wn in Figure 6.2. Bo xes with a white bac kground denote p erm utation and ex-

pansion b o xes as w ell as com binatorial shifters. They are just wiring resources so

they can b e assumed to b e v ery fast. Bo xes with a bac kground color are using logic

resources, so it will tak e some time for data to propagate through them.

Eac h iteration, except the 1st, starts with the data and the k ey coming out of the

registers and through the m ultiplexers. Then the data passes through an expansion

b o x and in to an 48-bit X OR. The k ey passes through a com binatorial shifter and then

through a decisiv e shifter. The result of this go es through a p erm utation and also to

the 48-bit X OR.

The data X OR-ed with the sub-k ey is applied to the S-Bo xes, another p erm utation

and �nally through another X OR. After this data and k ey are at the input of the

registers. Figure 6.3 sho ws ho w these function elemen ts are executed in successiv e

order from left to righ t. F unction elemen ts executed concurren tly are sho wn in the

same column.

mux64

MY_MUX64

mux56

MY_MUX56

ebox

MY_EXPANS.

la_rot

STAGE_1C

la_rot

STAGE_1D

lm_rot

STAGE_2C

lm_rot

STAGE_2D

sox1-8

MY_SBOX1-8

pc2box

PC2B

reg56

KEY_BUF

pbox

MY_PERMUT.

xormod

MY_XOR_MOD

reg64

DATA_BUF

xormod48

MY_XOR_MOD

time

Data Path:

Key Path:

Figure 6.3: Rough timing diagram of DES
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This diagram sho ws a problem. The 48-bit X OR (xormo d48) can not b e executed

2

un til the k ey is propagated through the conditional shifters (lm rot).

6.3.3 Impro v ed Sub-Key-Generation Logic

The problem sho wn in the timing analysis section (Section 6.3.2) leads to a di�eren t

approac h for the sub-k ey generation. As Figure 6.3 sho ws, the problem is that the

curren t sub-k ey is generated to o late and the data path has to \w ait". After the

sub-k ey generation is done the data-path has to execute more steps. That time is

un used on the k ey-path. A higher lev el of parallelism w ould b e v aluable.

The solution to this problem is to p erform the sub-k ey computations while the

data mo v es through the S-Bo xes and the �nal X OR. That means, that the sub-k ey

w ould ha v e to b e precomputed b y one clo c k cycle and send to the X OR (xormo d48)

righ t at the b eginning of the next clo c k cycle.

In order for this to w ork w e ha v e to b e able to giv e the f -function during the 16th

round the 16th sub-k ey and at the same time load a new k ey and pre-compute the 1st

sub-k ey for the next data pac k et. Therefore w e ha v e to mo v e the m ultiplexer b et w een

the p erm utation (p c2b o x) and the rest of the k ey generation. Figure 6.4 sho ws ho w

a sub-k ey generation according to this sc hema w ould lo ok lik e.

6.3.4 Encryption { Decryption

As w e are generating the sub-k ey during the time the data mo v es through the S-

Bo xes and the �nal X OR, w e ha v e more time than w e w ould need for just a sub-k ey

generation for encryption.

It is p ossible to include the logic for decryption to o at the exp ense of more logic

resources, but with the same time constrain ts. As describ ed in Subsection 4.3 de-

cryption means that w e ha v e to shift the k ey righ t, either none times, or one time, or

2

executed means that it will pro duce the �nal result
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Figure 6.4: New sub-k ey generation
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t w o times. Therefore w e can not use com binatorial shifters but only decisiv e shifters.

The k ey propagates through t w o branc hes. In the �rst branc h it is shifted left b y 1

or 2 p ositions, dep ending on the round, for encryption. In the second branc h the k ey

is shifted righ t b y 0, 1, or 2 p ositions, dep ending on the round, for decryption. A

m ultiplexer at the end switc hes b et w een the results of the t w o branc hes and therewith

switc hes b et w een encryption or decryption. This w a y a simple directional shifter is

implemen ted. Figure 6.5 sho ws the blo c k diagram for this.

la_rot

LSHIFT_1C

lm_rot

LSHIFT_2C

la_rot

LSHIFT_1D

lm_rot

LSHIFT_2D

rm_rot

RSHIFT_2C

rm_rot

RSHIFT_1C

rm_rot

RSHIFT_2D

rm_rot

RSHIFT_1D

mux56

MY_MUX56

2nd branch1st branch

shift 0 or 1shift 1

shift 0 or 1 shift 0 or 1

sub-key forsub-key for
encryption decryption

Figure 6.5: Encryption { decryption sub-k ey generation

The functional blo c ks named rm r ot are decisiv e righ t shifters, the blo c ks named

la r ot are com binatorial left shifters and lm r ot are decisiv e left shifters. The timing

diagram for this design is sho wn in Figure 6.6.

The white p erm utation b o xes are assumed to b e free of dela y . The grey b o xes are

assumed to ha v e all the same dela y . As the sub-k ey is ready immediately the data-

path and the k ey-path are almost indep enden t. As opp osed to the timing diagram

sho wn in Figure 6.3 whic h had 6 grey b o xes in a ro w (5 in the data path and 1 w ait
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Figure 6.6: Encryption { decryption timing diagram

state for the sub-k ey) this diagram has only 5 grey b o xes in a ro w. W e implemen ted

this v ersion of DES under the name: DES ED16 .

6.4 Con trol Logic

The con trol logic for this DES design is a simple state mac hine. A non lo op unrolled

implemen tation of DES needs 16 iterations to compute the cipher text. This can b e

realized with a state mac hine comprising 16 states ordered in one lo op.

In Section 6.3.3 w e sho w ed the adv an tages of computing the sub-k ey one round

in adv ance. F or this to w ork w e need to create a state mac hine with an initial state

to preload the k ey b efore the data is loaded in state 1. In state 16, while the last

iteration of the data is calculated, the k ey for the next op eration is preloaded. The

state mac hine do es not need to return to the initial state but can con tin ue righ t to

state 1. Figure 6.7 sho ws the state transition diagram.

The transition from one state to the next in sequence is triggered b y the clo c k.

A clo c k enable signal is also implemen ted whic h mak es it p ossible to stop the state

mac hine in an y giv en state for as man y clo c k cycles as w an ted. A reset signal in an y

state causes the state mac hine to return to the INIT state.

The con trol signals the state mac hine con trols are not sho wn in the diagram as

they v ary from design to design. Ho w ev er, here is a short o v erview ab out the con trol

signals the state mac hine has to pro vide.
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Figure 6.7: DES con trol state mac hine

KE key exp e cte d , signals an external en tit y that a k ey is exp ected at the inputs (KE

= high)

IE input exp e cte d , signals an external en tit y that the data is exp ected at the inputs

(IE = high)

O V output valid , signals an external en tit y that the output data is v alid (O V = high),

otherwise the data at the output is not v alid (O V = lo w)

Data Sel signal for the input m ultiplexer of the data path to either load new data

(data sel = lo w) or forw ard data from the data lo op (data sel = high)

Key Sel signal for the input m ultiplexer of the k ey path to either load a new k ey

(k ey sel = high) or forw ard the k ey from the k ey lo op (k ey sel = lo w)

SFT shift , signals the sub-k ey generation logic to not shift the k ey (SFT = lo w) if

in decryption mo de (ST1 has to signal one p osition ).
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ST1 shift two signals the sub-k ey generation logic to shift the k ey b y one (ST1 =

lo w) or t w o p ositions (ST1 = high).

Other con trol signals are needed for di�eren t v ersions of the design. These are de-

scrib ed in the resp ectiv e sections. The state mac hine for a design with lo op unrolling

con tains as man y states as iterations needed plus one initial state. That means, the

state mac hine for a design with 2 unrolled lo ops comprises 16 = 2 + 1 = 9 states and

for a design with 4 unrolled lo ops only 16 = 4 + 1 = 5 states. Therefore lo op-unrolling

results in simpler state mac hines.

6.5 Filling Pip elines

A pip elined design in tro duces an initial dela y . The reason is that the pip elines ha v e

to b e �lled �rst. In an ideal 4 pip eline design it w ould tak e 4 clo c k cycles to �ll the

pip elines.

The designs of t yp e DES ED* listed in T able 5.1 and the design DES MQP with

encryption and decryption mo de, p erform k ey precomputation. As describ ed in Sec-

tion 6.3.4 the k ey has to b e loaded one clo c k cycle b efore the data. Therefore it is

p ossible to use the same input pins for k ey and data. The data m ultiplexer and k ey

m ultiplexer can dem ultiplex the com bined input at no additional cost. The adv an tage

is that less IO-pins are used.

The m ultiplexed data-k ey input complicates the loading of pip elines. The k ey has

to b e loaded �rst and then the asso ciated data. This requires that during the clo c k

cycle after half the pip elines are �lled nothing is loaded. Starting with the follo wing

clo c k cycle the rest of the pip elines can b e �lled. T able 6.1 sho ws ho w the pip elines

can b e �lled the most e�cien t w a y . In the states not sho wn no k ey or data is loaded.

The state R16 b eha v es the same w a y as the state INIT .

F rom T able 6.1 it can b e seen that a design with eigh t pip elines could not b e
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State INIT R1 R2 R3 R4 R5 R6 R7 R8 R9

Input for 2 pip eline design K1 D1 { K2 D2 { { { { {

Input for 4 pip eline design K1 D1 K2 D2 { K3 D3 K4 D4 {

T able 6.1: Loading pip elines

implemen ted in this w a y . It w ould tak e eigh t states ( INIT { R7 ) to load the �rst four

k ey{data pairs, and during R8 nothing could b e loaded. It w ould tak e another eigh t

states to load the remaining four k ey{data pairs. But during state R16 the next K1

is to b e loaded. Therefore only sev en out of eigh t pip elines could b e used. A solution

to this problem is to ha v e separate k ey and data busses.



Chapter 7

DES Implemen tation

W e implemen ted v arious arc hitecture v ersions of DES (see T able 5.1) and a mo di�ed

v ersion for an MQP (Ma jor Qualifying Pro ject or senior thesis). These arc hitectures

w ere also p orted to di�eren t c hips.

7.1 FPGA Choice

W e ha v e c hosen FPGAs from Xilinx for our implemen tation. This decision w as based

on researc h describ ed in [7]. The ma jor relev an t disco v ery in [7] w as that it is di�cult

to implemen t more than one set of S-b o xes with other commercial a v ailable recon�g-

urable devices suc h as Altera EPLDs. Ho w ev er, m ultiple sets of S-b o xes are needed

for lo op unrolling and for pip elining. W e therefore had to c ho ose a v endor who could

supply us with devices large enough for this task.

7.2 VHDL-Source

F or eac h function blo c k (see Section 6.1) a separate VHDL �le w as created, except for

the ones implemen ted using LogiBLO X. T able 7.1 lists the �les and their function.

46
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Filename F unction

bigbu�.vhd 64 bit data bu�er and 56 bit k ey bu�er with one clo c k eac h

bigm ux.vhd 64 bit data and 56 bit k ey m ultiplexer with t w o switc hes

con trol.vhd Con trol Logic (state mac hine)

des.vhd T op lev el description �le for DES

eb o x.vhd Expansion p erm utation

feistel.vhd One iteration of the feistel net w ork

�unc.vhd F-F unction

initial.vhd The initial p erm utations for the plain text and k ey

ipin v.vhd in v erse initial p erm utation

ipnorm.vhd Initial P erm utation

iteration.vhd One complete iteration inc feistel and sub-k ey generation

k ey1gen.vhd Key generation �rst round only

k eygen.vhd Key generation

la rot.vhd Com binatorial Rotation Unit. P erforms a 1 bit cyclic left

shift automatically

lm rot.vhd Com binatorial Left Rotation Unit. P erforms a 1 bit cyclic

left shift or a pass through, dep ending on the mo de bit

mo dule pac k.vhd mo dule de�nition �le

m ux32.vhd 32 bit 2x1 m ultiplexer

m ux56.vhd 56 bit 2x1 m ultiplexer

m ux64.vhd 64 bit 2x1 m ultiplexer

pb o x.vhd P erm utation b o x

p c1b o x.vhd PC-1 DES Key Sc heduler p erm utation

p c2b o x.vhd PC-2 Key Sc heduler p erm utation

ra rot.vhd Com binatorial Rotation Unit. P erforms a 1 bit cyclic righ t

shift

reg28.vhd 28 bit register

reg56.vhd 56 bit register

reg64.vhd 64 bit register

rm rot.vhd Com binatorial Left Rotation Unit. P erforms a 1 bit cyclic

righ t shift or a pass through, dep ending on the mo de bit

sb o xes.vhd Main SBO X mo dule

xormo d.vhd 32 bit X OR Mo dule

xormo d48.vhd 48 bit X OR Mo dule

T able 7.1: VHDL source �les and their function
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These �les can b e divided in to �les that describ e core functions and are not de-

p ending on other �les, and �les that describ e higher lev el mo dules. The �le mo d-

ule p ack.vhd con tains the comp onen t instan tiation of all the comp onen ts (mo dules).

The core function �les are: eb o x.vhd, ipin v.vhd, ipnorm.vhd, la rot.vhd, lm rot.vhd,

m ux32.vhd, pb o x.vhd, p c1b o x.vhd, p c2b o x.vhd, ra rot.vhd, reg28.vhd, rm rot.vhd,

xormo d.vhd, and xormo d48.vhd. Some �les are written in t w o v ersions, one using

VHDL to describ e the core functions and the other emplo ying LogiBLO X to pro vide

the core function: m ux56.vhd, m ux64.vhd, reg56.vhd, and reg64.vhd. The other �les

are dep ending on these core mo dules or LogibBLO X.

The same �les are used in di�eren t revisions for the v arious implemen tations. In

order to k eep trac k of whic h revision of a certain �le is used in whic h v ersion of the

DES implemen tation a revision con trol system R CS w as emplo y ed.

7.3 LogiBLO X

W e created LogiBLO X v ersions for registers, m ultiplexers, S-Bo xes and some shifters.

The LogiBLO X w ere not sub ject to frequen t c hanges, so there w as no need to ha v e

them managed b y R CS . F urthermore the LogiBLO X are all instan tiated from within

VHDL �les. T able 7.2 lists the LogiBLO X created and their function.

LogiBLO X can b e created b y the in teractiv e graphical to ol lb gui . The to ol creates

*.ngo �les whic h are inferred b y the Xilinx design manager, VHDL sim ulation mo dels,

and instan tiation templates.

7.4 Designs Implemen ted

W e implemen ted DES in sev eral v ersions to compare the di�eren t arc hitectures and

the in
uence of the size of the FPGAs on the maxim um sp eed. Man y designs w ere

implemen ted in the c hip: XC4013-3-PG223 . This device o�ers enough resources ev en
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Filename F unction

m ux16l 16 bit m ultiplexer

m ux32l 32 bit m ultiplexer

m ux8l 8 bit m ultiplexer

reg16c 16 bit register with clo c k enable

reg16l 16 bit register

reg32c 32 bit register with clo c k enable

reg32l 32 bit register

reg8c 8 bit register with clo c k enable

reg8l 8 bit register

shift2 2 bit shift register with clo c k enable, MSB out, LSB in, and

parallel out

shift4 4 bit shift register with clo c k enable, MSB out, LSB in, and

parallel out

so x1 S-Bo x 1

so x2 S-Bo x 2

so x3 S-Bo x 3

so x4 S-Bo x 4

so x5 S-Bo x 5

so x6 S-Bo x 6

so x7 S-Bo x 7

so x8 S-Bo x 8

T able 7.2: LogiBLO X and their function
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for more adv anced designs than the simple DES16 . F urthermore a group of studen ts

is using this device for their MQP . The design DES MQP w as tailored to their sp eci�c

needs.

7.4.1 DES16

This is the v ery �rst design w e implemen ted. One encryption requires 16 clo c k cycles,

no pip elining or unrolling tec hniques w ere emplo y ed. DES16 only supp orts encryption

and the sub-k eys are not precomputed.

W e implemen ted t w o v ersions of DES16 . In v ersion 1.1 only the S-Bo xes w ere im-

plemen ted using LogiBLO X. In v ersion 1.2 LogiBLO X w ere used also for the registers

and m ultiplexers.

The sc hematic of DES16 for b oth v ersions is sho wn in Figure 6.2. The target for

b oth v ersions is the c hip XC4013E-3-PG223 .

7.4.2 DES ED16

DES ED16 is the �rst design using the one r ound sub-key pr e c omputation tec hnique

describ ed in Chapter 6.3.3 and the mo di�cation for encryption { decryption sho wn in

Chapter 6.3.4. All subsequen t designs are emplo ying these features. One encryption

or decryption tak es 16 clo c k cycles.

DES ED16 w as implemen ted in three di�eren t v ersions. The di�erence b et w een

the three v ersions is only the target device. V ersion 1.1 is implemen ted on the device

XC4013E-3-PG223 , v ersion 1.2 on the device XC4008E-3-PG233 and v ersion 1.3 on the

device XC4025E-3-PG223 , these devices di�er in the amoun t of logic resources they

pro vide.

The con trol logic for this design has to pro vide the follo wing signals: ke , ie , ov ,

data sel , key sel , SFT , and ST1 (for a description see Chapter 6.4). Figure 7.1 sho ws

the timing diagram for these signals.
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CLK
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data_sel

key_sel
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INIT R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R12R13R14R15R16R11 R1

1-1 1-5 1-7 1-9 1-131-11 1-15 1-11-2 1-4 1-6 1-8 1-10 1-12 1-14 1-16 1-2

Figure 7.1: Con trol signals for DES ED16

The signal O V is without an y function for this design. The output is v alid at

the same time new data gets loaded. The signal IE is to b e used for b oth purp oses,

output v alid and data input exp ected. The n um b ers sho wn next to the signal ST1

denote the sub-k ey computed during the resp ectiv e state. In state INIT the 1st sub-

k ey is generated, during state R1 the 2nd sub-k ey , and so on. During state R16 the

1st sub-k ey of the next k ey is computed whic h is indicated through ligh t shade of

gra y .

7.4.3 DES MQP

The design DES MQP is a sp ecial design for an MQP based on the DES ED16 design.

The only di�erence is that it uses a bidirectional 64-bit bus for data and k ey input

and data output.

DES MQP w as implemen ted in 2 di�eren t v ersions. The only di�erence b e-

t w een these v ersions is the target device. V ersion 1.1 w as implemen ted on the device

XC4013-3-PG223 with sp eed grade -3 , v ersion 1.2 on a device with sp eed grade -2 :

XC4013-2-PG233 .

The con trol signals are the same as for DES ED16 sho wn in Figure 7.1. The
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signal O V indicates that the output is put on the bidirectional bus. If O V is lo w the

output is tri-stated. This means that this c hip is accessing the bus for only three clo c k

cycles, lo ading key , lo ading data and output r esult . During the remaining 16 � 3 = 13

clo c k cycles the bus is tri-stated. While the bus is try-stated b y one c hip other c hips

could access that it. Up to 5 c hips could b e run in parallel of the same bus (16 clo c k

cycles divided b y 3 clo c k cycles for I/O p er c hip) if their loading and output cycles

are sc heduled in the righ t order.

7.4.4 DES ED8

This is the �rst lo op unrolled design. One encryption or decryption tak es 8 clo c k

cycles, therefore the state mac hine has to supp ort only 9 states. DES ED8 w as

targeted for the XC4013-3-PG223 device in whic h it �ts comfortably .

The con trol logic has one additional signal ST2 . It has basically the same function

as ST1 but op erates on the second sub-k ey generator. Figure 7.2 sho ws the timing

diagram. During the state R8 the 16th sub-k ey gets generated in the 2nd sub-k ey

generator and the 1st sub-k ey generator calculates the 1st sub-k ey for the next data

pac k et, indicated through a ligh t shade of gra y . The mo de (encryption or decryption)

of the next data pac k et is en tirely indep enden t of the mo de for the curren t one.

During state R1 data is �rst encrypted with the precomputed �rst sub-k ey from

the previous state. A t the same time the second sub-k ey is precomputed in the second

sub-k ey generator. As so on as the second sub-k ey generator is �nished the �rst sub-

k ey generator pro duces the third sub-k ey to b e used in the next state and the data

is encrypted with the precomputed second sub-k ey .

7.4.5 DES ED4

This is the second lo op unrolled design with 4 unrolled lo ops. One encryption or de-

cryption tak es 4 clo c k cycles. The state mac hine supp orts 5 states. DES ED4 w as tar-
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Figure 7.2: Con trol signals for DES ED8

geted for the XC4028EX-3-PG299 device. An implemen tation on the XC4025E-3-PG223

device failed ev en though it has enough logic resources. The lac k of wiring resources

made a c hange from the XC4000E series to the XC4000EX series necessary .

The con trol logic has three additional signals ST2 , ST3 , and ST4 . These signals

op erate on the second, third and fourth sub-k ey generators. Figure 7.3 sho ws the

timing diagram. During state R4 the 14th, 15th, and 16th sub-k ey get generated

b y the second, third and fourth sub-k ey generator, and the �rst sub-k ey generator

generates the �rst sub-k ey for the next data pac k et, indicated through ligh t shade

of gra y . The mo de (encryption or decryption) of the next data pac k et is en tirely

indep enden t of the mo de for the curren t one.

During the state R1 data is �rst encrypted with the precomputed �rst sub-k ey

from the previous state. A t the same time the second sub-k ey is created b y the second

sub-k ey generator. As so on as the second sub-k ey generator is �nished the third sub-

k ey generator generates the third sub-k ey and at the same time data is encrypted

with the second sub-k ey and so on.
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Figure 7.3: Con trol signals for DES ED4

7.4.6 DES ED16x2

DES ED16x2 is the �rst pip elined design. One encryption or decryption tak es 16

clo c k cycles, t w o op erations can run at the same time. The mo des of b oth op erations

(encryption or decryption) are indep enden t of eac h other; one data blo c k can b e

encrypted while the other is b eing decrypted, or b oth can b e encrypted or decrypted.

DES ED16x2 w as targeted for the XC4013E-3-PG223 device.

DES ED16x2 has one additional signal: ST2 whic h op erates on the second sub-

k ey generator. Figure 7.4 sho ws the timing diagram. As this is a pip elined design it

can w ork on 2 data blo c ks at the same time, hence the notation 2-14 whic h denotes

the 14th sub-k ey for the 2nd data blo c k. The k ey for the �rst data blo c k gets loaded

during state R16 or INIT follo w ed b y the �rst data blo c k in the next state. The k ey

for the second data blo c k gets loaded during state R3 follo w ed b y the second data

blo c k in the next state.

During state R16 the 14th sub-k ey for the second data blo c k is b eing generated

b y the second sub-k ey generator, and the �rst sub-k ey generator computes the 1st
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sub-k ey of the new �rst data blo c k. In state R1 the �rst sub-k ey generator computes

the 15th sub-k ey for the second data blo c k and the second sub-k ey generator the 2nd

sub-k ey of the new �rst data blo c k, and so on.
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Figure 7.4: Con trol signals for DES ED16x2

7.4.7 DES ED16x4

This is the second pip elined design, comprising 4 pip elines. Eac h encryption or de-

cryption tak es 16 clo c k cycles; 4 op erations can b e handled at the same time. The

mo des of the op erations are indep enden t from eac h other; the mo de (encryption or

decryption) can b e selected for eac h op eration separately .

DES ED16x4 w as implemen ted in 2 di�eren t v ersions. The only di�erence b e-

t w een these v ersions is the target device. V ersion 1.1 w as implemen ted on the

XC4025E-3-PG223 device and v ersion 1.2 a device of a di�eren t family: XC4028EX-3-PG299 .

The con trol logic pro vides three additional signals: ST2 , ST3 , and ST4 whic h

op erate on the second, third and fourth sub-k ey generator. Figure 7.5 sho ws the

timing diagram. The sub-k ey generation is straigh t forw ard and can b e seen in the

Figure.
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The k ey for the �rst data blo c k gets loaded during state R16 or INIT follo w ed b y

the �rst data blo c k in the next state. The k ey for the second data blo c k gets loaded

during state R2 follo w ed b y the second data blo c k in the next state. The k ey for the

fourth and �fth blo c k get loaded during the states R5 and R7 resp ectiv ely , the data

blo c ks follo w one stage later R6 and R8 . Initially it tak es 8 clo c k cycles for all the

pip elines to get �lled.
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Figure 7.5: Con trol signals for DES ED16x4

7.4.8 DES ED8x2

This design is a mixture b et w een a pip elined and a lo op unrolled design. It con tains

t w o pip elines with eac h t w o unrolled lo ops. Eac h encryption or decryption tak es 8

clo c k cycles, 2 op erations can b e pro cessed at the same time. The mo des of b oth

op erations (encryption or decryption) are indep enden t from eac h other. DES ED8x2

w as targeted for the XC4028EX-3-PG299 device.

The loading of the k eys and the data pac k ets is similar to the design DES ED16x2 .

But after 8 clo c k cycles the result is already computed and the next loading cycle
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b egins.

The con trol logic pro vides three additional signals: ST2 , ST3 , and ST4 whic h

op erate on the second, third and fourth sub-k ey generator. Figure 7.6 sho ws the

timing diagram. The sub-k ey generation is straigh t forw ard and can b e seen in the

diagram.
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Figure 7.6: Con trol signals for DES ED8x2
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Results

W e implemen ted m ultiple v ersions of eac h arc hitecture option listed in T able 5.1 in

order to ev aluate their e�ectiv eness. W e also implemen ted some designs m ultiple times

with v arying c hip parameters in order to judge their in
uence on the p erformance.

In the follo wing sections w e compare the di�eren t designs. In most cases the designs

are compared to the design DES ED16 whic h serv es as our reference mo del.

The unit CLB stands for c ombinatorial lo gic blo ck whic h is emplo y ed b y Xilinx to

measure the amoun t of logic resources on a device. W e are using it here to compare

the amoun t of logic resources used b y a giv en design.

The abbreviation CLU stands for c ombinatorial lo gic unit (see Chapter 5).

8.1 Lo op Unrolling

W e implemen ted t w o lo op unrolled v ersions: DES ED8 and DES ED4 . The design

DES ED8 con tains t w o com binatorial logic units ( CLU , see Section 5.2) and therefore

encrypts or decrypts one data blo c k in 8 clo c k cycles. The design DES ED4 con tains

four CLUs and pro vides the result after 4 clo c k cycles. Both designs are compared

with the design DES ED16 in T able 8.1.
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Min Data Rate

Design Chip CLBs

CLBs

CLK p er CLU

Data Rate

p er CLU

in ns in Mbit/s

in Mbit/s

DES ED16 X C4008E-3-PG223 262 262 40.4 94.5 94.5

DES ED8 X C4013E-3-PG223 443 222 54.0 70.6 141.3

DES ED4 X C4028EX-3-PG299 722 241 86.7 44.0 176.0

T able 8.1: Comparison of lo op unrolled arc hitectures

The design DES ED8 is 50% faster than DES ED16 whereas the resource con-

sumption (in CLBs) increases b y 69%. The design DES ED4 is only 25% faster than

DES ED8 , the sp eed increase is only half as m uc h as from the �rst unrolling. The

resource consumption increases b y 63%.

The n um b er of CLBs divided b y the n um b er of CLUs indicates that the amoun t

of logic resources consumed p er unrolled CLU is almost constan t. The sp eed divided

b y the n um b er of CLUs sho ws that the sp eed for one CLU in the design DES ED4

is less then half the sp eed of DES ED16 . F rom this w e can see that the further w e

unroll the design the lesser amoun t of sp eed-up w e can gain.

8.2 Pip elining

W e implemen ted t w o pip elined designs, DES ED16x2 and DES ED16x4 . The design

DES ED16x2 con tains t w o CLUs and therefore 2 pip elines and the design DES ED16x4

con tains four CLUs and therefore 4 pip elines. The encryption or decryption of one

blo c k of data tak es in b oth cases 16 clo c k cycles. T able 8.2 compares b oth designs

with the design DES ED16 .

The sp eed divided b y the n um b er of CLUs sho ws that is sta ys almost constan t for

all designs. The lo w er sp eed for the design DES ED16x2 is caused b y the lac k of wiring

resources on the device whic h results in a less e�cien t design. This phenomenon is

further examined in Section 8.4.3.
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Min Data Rate

Design Chip CLBs

CLBs

CLK p er CLU

Data Rate

p er CLU

in ns in Mbit/s

in Mbit/s

DES ED16 X C4008E-3-PG223 262 262 40.4 94.5 94.5

DES ED16x2 X C4013E-3-PG223 433 217 43.5 87.7 175.3

DES ED16x4 X C4028EX-3-PG299 741 185 39.7 96.0 384.0

T able 8.2: Comparison of pip elined arc hitectures

The amoun t of logic resources consumed p er implemen ted CLB is decreasing if w e

create more pip elines. This is due to the fact that the con trol unit do es not get more

complicated if w e implemen t more pip elines. Also the m ultiplexers are implemen ted

only once.

It is in teresting to compare the pip elined designs with the lo op unrolled designs.

It can b e seen that DES ED16x2 is b oth faster and smaller than the lo op unrolled

DES ED8 . The di�erence is ev en more dramatically if the DES ED16x4 is compared

with the DES ED4 . DES ED16 is more than t wice as fast as DES ED4 and utilizes

almost the same amoun t of CLBs.

8.3 Com bination of Pip elining and Lo op Unrolling

A design that con tains lo op unrolling as w ell as pip elining is in the simplest v er-

sion already as large as the largest designs w e ha v e implemen ted so far whic h w ere

DES ED16x4 and DES ED4 . Therefore w e implemen ted only the design DES ED8x2

whic h con tains 4 CLUs; 2 in eac h of the 2 pip elines. T able 8.3 compares this design

with DES ED16x2 and DES ED8 .

It is not easy to compare this mixed design with the t w o other designs. The

minim um clo c k p erio d sho ws that the time it tak es for t w o CLUs (lo op unrolled) to

execute in the design DES ED8x2 is faster than in the design DES ED8 . It is of

course slo w er, but surprisingly not m uc h, than one CLU in the design DES 16x2 .
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Min Data Rate

Design Chip CLBs CLK p. pip eline

Data Rate

in ns in Mbit/s

in Mbit/s

DES ED8x2 X C4028EX-3-PG299 733 48.0 158.8 317.6

DES ED16x2 X C4013E-3-PG223 433 43.5 87.7 175.3

DES ED8 X C4013E-3-PG223 443 54.0 141.3 141.3

T able 8.3: Comparison of a com bined arc hitecture with others

8.4 Chip Dep endencies

During implemen tation of our designs w e exp erienced that the result of an implemen-

tation is dep ending on the c hip parameters. These are in v estigated further here.

8.4.1 Chip Sizes

W e implemen ted the design DES ED16 on c hips of three di�eren t sizes. T able 8.4

compares these implemen tations. The size of a c hip is measured in n um b er of CLBs.

Min

Design Chip

CLBs CLBs

CLK

Data Rate

on Chip used

in ns

in Mbit/s

DES ED16 X C4008E-3-PG223 324 262 40.4 94.5

DES ED16 X C4013E-3-PG223 576 262 41.8 91.2

DES ED16 X C4025E-3-PG223 1024 262 45.5 83.9

T able 8.4: Comparison of di�eren t c hip sizes

The in teresting result is that the bigger a c hip is, the slo w er the design gets.

Ev en though a bigger c hip pro vides more logic and routing resources, and the place

and route to ol has an easier job of optimizing, the time it tak es for data to prop-

agate through the c hip is longer. The 
o or plans of the XC4025E-3-PG223 and

XC4008E-3-PG223 can b e found in App endix C.
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8.4.2 Sp eed Grades

The sp eed grade is de�ned b y Xilinx as the time it tak es for a signal to propagate

through one com binatorial lev el (see [15 ]). W e implemen ted the design DES MQP

for three di�eren t sp eed grades: -1 , -2 , and -3 .

The Xilinx Timing A nalyzer has a feature that enables the user to calculate the

minim um clo c k p erio d for an y selected sp eed grade based on a placed and routed

design. These results are unfortunately not comparable to the results w e go when w e

syn thesized and placed and routed a design from scratc h for a new sp eed grade. The

results presen ted in T able 8.5 are generated using the later approac h.

Min

Design Chip

Data Rate

CLBs CLK

Data Rate

Grade

in ns

in Mbit/s

DES MQP X C4013E-3-PG223 -3 294 40.9 93.3

DES MQP X C4013E-2-PG223 -2 294 36.5 104.6

DES MQP X C4013E-1-PG223 -1 294 29.3 130.1

T able 8.5: Comparison of di�eren t sp eed grades

The c hange of sp eed grades from -3 to -2 resulted in a 10% p erformance increase.

The c hange from -2 to -1 resulted in a further p erformance increase of 24%.

8.4.3 Device F amilies

The XC4000EX series o�ers almost t wice the routing capacit y of the XC4000E series

(see [14]). As seen in Section 8.2 the routing resources can in
uence the p erformance

of the design. T o examine this further w e implemen ted the design DES ED16x4 on

the devices XC4025E-3-PG223 and XC4028EX-3-PG299 . T able 8.6 compares the t w o

implemen tations.

This comparison sho ws clearly the in
uence of the wiring resources on the p er-

formance of the design. The implemen tation on the XC4000EX family device is more
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Min

Design Chip

Chip

CLBs CLK

Data Rate

F amily

in ns

in Mbit/s

DES ED16x4 X C4025E-3-PG223 X C4000E 741 61.5 248.3

DES ED16x4 X C4028EX-3-PG299 X C4000EX 741 39.7 384.0

T able 8.6: Comparison of di�eren t c hip families

than 54% faster for our largest design. It is to b e noted that b oth devices pro vide

the same amoun t of logic resources (CLBs).

Ev en tough the design DES ED16x4 is our largest design, it is not the most

routing in tensiv e. The most routing in tensiv e design is DES ED4 ; the Xilinx to ols

w ere not able to place and route this design in the XC4025E-3-PG223 device.

8.5 Summary and Ov erview

T able 8.7 summarizes the results of all the implemen ted designs. Our fastest im-

plemen tation with lo op unrolling is DES ED4 with 176.0 Mbit/sec , the fastest

emplo ying pip elines is DES ED16x4 with 384.0 Mbit/sec .
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Min Data Rate

Design Chip CLBs

CLBs

CLK p er CLU

Data Rate

p er CLU

in ns in Mbit/s

in Mbit/s

DES16, v1.1 X C4013E-3-PG223 200 200 43.4 88.0 88.0

DES16, v1.2 X C4013E-3-PG223 198 198 41.8 91.3 91.3

DES MQP X C4013E-3-PG223 294 294 40.9 93.3 93.3

DES MQP X C4013E-2-PG223 294 294 36.5 104.6 104.6

DES MQP X C4013E-1-PG223 294 294 29.3 130.1 130.1

DES ED16 X C4013E-3-PG223 262 262 41.8 91.2 91.2

DES ED16 X C4025E-3-PG223 262 262 45.5 83.9 83.9

DES ED16 X C4008E-3-PG223 262 262 40.4 94.5 94.5

DES ED8 X C4013E-3-PG223 443 222 54.0 70.6 141.3

DES ED4 X C4028EX-3-PG299 722 241 86.7 44.0 176.0

DES ED16x2 X C4013E-3-PG223 433 217 43.5 87.7 175.3

DES ED16x4 X C4028EX-3-PG299 741 185 39.7 96.0 384.0

DES ED16x4 X C4025E-3-PG223 741 185 61.5 62.1 248.3

DES ED8x2 X C4028EX-3-PG299 733 184 48.0 79.4 317.6

T able 8.7: Complete table of all implemen ted arc hitectures



Chapter 9

Conclusion

This c hapter concludes the thesis. It lists some recommendations for the design of

DES on FPGAs and presen ts a summary of the results. Finally some recommenda-

tions for future w ork are giv en.

9.1 Design Recommendations

During our researc h and the implemen tation phase of the designs, w e form ulated some

recommendations for an e�cien t DES design on Xilinx FPGAs.

� S-Boxes should b e implemen ted in R OM for maxim um p erformance; a fast

implemen tation of the S-Bo xes is crucial for the o v er-all p erformance of the

design.

� Permutations and exp ansions are implemen ted using only wiring resources.

� Shift r e gisters can b e implemen ted using only wiring resources, or for decisiv e

and directional shifters a m ultiplexer.

� L o giBLO X ease the design en try and are already w ell optimized.
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W e could also sho w that our tec hnique of one-r ound sub-key pr e c omputation results

in a faster design and enables us to generate sub-k eys for encryption and decryption

at no p erformance p enalt y (as opp osed to just generate sub-k eys for encryption).

The split up of the design in to small basic function blo c ks simpli�ed design mo d-

i�cations. In order to create a new arc hitecture w e had to mo dify only some �les.

Eac h new arc hitecture needed a new con trol logic.

9.2 Summary of Results

W e implemen ted all designs based on devices from Xilinx (see Section 7.1). Here are

our most imp ortan t �ndings.

� Maxim um sp eed: W e ac hiev ed sp eeds of up to 384.0 Mbit/sec.

� P erformance Comparison: If w e compare the rep orted DES sp eeds for

ASICs (1600 Mbit/sec) [12] and Soft w are (12 Mbit/sec) [12], with our b est

result of 384.0 Mbit/sec w e conclude that the sp eed-up factor from soft w are to

FPGAs is 32.0, and from FPGAs to ASICs is 4.3.

W e explored the arc hitecture options lo op unr ol ling and pip elining in detail for

FPGAs. Here are our most imp ortan t results.

� Lo op unrolling: With the �rst unrolling w e gained 50% higher encryption

rate and used 69% more logic resources; with the second unrolling w e gained

only 25% sp eed o v er the �rst unrolling and used 63% more logic resources.

Conclusion: the amoun t of logic resources consumed rises linearly , whereas

the sp eed increases m uc h slo w er.

� Pip elining: With t w o pip elines w e gained 86% more sp eed at the exp ense

of 65% more logic resources; with four pip elines w e gained 120% more sp eed
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o v er t w o pip elines and used 71% more logic resources. This sp eed-up is a little

distorted due to the limited amoun t of wiring resources on the c hip w e imple-

men ted the t w o pip eline design. Conclusion: the amoun t of logic resources

consumed rises linearly and the sp eed to o.

� Com bined Design: Results in a fast o v erall design. The result is a mixture

of b oth base designs this is comprised of.

Lo op unrolling do es not result in the highest sp eeds but it is can b e used in an y

mo de of op eration. Pip elined designs are faster but can only b e used in mo des whic h

are not based on a feedbac k of the result of DES or a deriv ation therefrom. A pip elined

design can therefore only b e used in ciphers that emplo y ECB or coun ter mo de (e.g.,

Coun ter Mo de sp eci�ed for A TM-net w orks). This holds also for the com bined design

as it con tains a pip eline.

If the pip elines are dem ultiplexed external to the FPGA a pip elined design com-

prising t w o pip elines could b e used as t w o separate DES c hips, and then ev ery mo de

of op eration is p ossible within eac h pip eline.

The in
uence of Xilinx c hip parameters is summarized b elo w:

� Chip size: A bigger c hip results in a slo w er design.

� Sp eed grades: A migration from a sp eed grade -3 to -2 results in a 10%

higher p erformance.

� Device family: The amoun t of routing resources on the c hip is crucial for the

implemen tation.

9.3 Recommendations for F uture W ork

F or this thesis w e implemen ted DES just in ECB mo de. It can b e used in other

mo des as w ell but at the exp ense of additional external hardw are. It w ould b e v ery
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in teresting to explore the issues in v olv ed in enhancing this design so that it supp orts

all mo des de�ned for DES within the same FPGA and its �nal sp eed.

F uture w ork will also in v estigate applications for the designs presen ted here. In-

teresting areas w ould b e A TM-encrypters and k ey-searc h mac hines. A natural ap-

plication area for our design w ould b e encryption mo dules that pro vide algorithm

agilit y , i.e., encryption algorithm switc h on-the-
y . A p ossible system migh t b e a PC

plug-in b oard with fast bus in terface whic h supp orts a v ariet y of encryption sc hemes.



App endix A

Sim ulation Script Files

R TL-lev el sim ulation requires that the used libraries are analyzed �rst, then all VHDL

source �les and b eha vioural description of the LogiBLO X, and at the end the test

b enc h.

F or past place and route sim ulation also the libraries ha v e to b e analyzed �rst,

then the time sim.vhd �le whic h comprises the whole bac k-annotated design, and at

the end the test b enc h.

A.1 R TL-Lev el Sim ulation Script

# ----------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- -

# everything to get ready for the rtl-level simulation

#

# Jens-Peter Kaps February 23rd, 1998

#

# $Log: make_rtl_sim,v $

# Revision 2.1 1998/02/25 03:09:18 kaps

# updated for encrypt / decrypt des

#

# Revision 1.1 1998/02/23 05:05:17 kaps

# Initial revision

#

# ----------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- -

vhdlan -i ./rtl_sim/mvluti l. vhd \

./rtl_sim/mvlari th .vh d \
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./rtl_sim/logibl ox .vh d \

./logiblox/sox1. vh d \

./logiblox/sox2. vh d \

./logiblox/sox3. vh d \

./logiblox/sox4. vh d \

./logiblox/sox5. vh d \

./logiblox/sox6. vh d \

./logiblox/sox7. vh d \

./logiblox/sox8. vh d \

./logiblox/reg32 c. vhd \

./logiblox/reg16 c. vhd \

./logiblox/reg8c .v hd \

./logiblox/mux32 l. vhd \

./logiblox/mux16 l. vhd \

./logiblox/mux8l .v hd \

./src/sboxes.vhd \

./src/ebox.vhd \

./src/ipinv.vhd \

./src/ipnorm.vhd \

./src/la_rot.vhd \

./src/lm_rot.vhd \

./src/ra_rot.vhd \

./src/rm_rot.vhd \

./src/mux56.vhd \

./src/mux64.vhd \

./src/pbox.vhd \

./src/pc1box.vhd \

./src/pc2box.vhd \

./src/reg56.vhd \

./src/reg64.vhd \

./src/xormod.vhd \

./src/xormod48.v hd \

./src/ffunc.vhd \

./src/feistel.vh d \

./src/keygen.vhd \

./src/control.vh d \

./src/des.vhd \

./rtl_sim/testbe nc h.v hd

A.2 P ost Place and Route Sim ulation Script

vhdlan -i ./ppr_sim/simpri m_ Vco mp one nt s. vhd \

./ppr_sim/simpri m_ Vpa ck age .v hd \

./ppr_sim/simpri m_ VIT AL .vh d \

./time_sim.vhd \

./rtl_sim/testbe nc h.v hd
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# afterwards invoke the simulator with the following command line:

#

# vhdldbx -sdf_top testbench/uut -sdf time_sim.sdf CFG_TB &



App endix B

Syn thesis Script

This is the script �le for Synopsys to syn thesis the design DES ED16 for the device

XC4013E-3-PG223 .

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Script file for Synopsys FPGA Compiler */

/* targeting a XC4013E device using Logiblox for the S-Boxes */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* $Log $

*/

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Defining the Paths */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

SRC_PATH = "src/"

DB_PATH = "db/"

DC_PATH = "dc/"

REPORT_PATH = "reports/"

SXNF_PATH = "sxnf/"

LOGI_PATH = "logiblox/"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Defining the Logiblox Elements No Need but..... */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

SBOX1 = sox1

SBOX2 = sox2

SBOX3 = sox3

SBOX4 = sox4

SBOX5 = sox5

SBOX6 = sox6

SBOX7 = sox7
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SBOX8 = sox8

REG8C = reg8c

REG16C = reg16c

REG32C = reg32c

MUX8L = MUX8L

MUX16L = MUX16L

MUX32L = MUX32L

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Name for the design's top-level and other */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

TOP = des

MODULS = module_pack

CONTROL = control

KEY1GEN = key1gen

FEISTEL = feistel

FFUNC = ffunc

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Name for the design's modules containing Loginlox */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

MUX56 = mux56

MUX64 = mux64

REG56 = reg56

REG64 = reg64

SBOXES = sboxes

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Low level modules (don't contain other modules) */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

EBOX = ebox

IPINV = ipinv

IPNORM = ipnorm

LAROT = la_rot

LMROT = lm_rot

RMROT = rm_rot

PBOX = pbox

PC1BOX = pc1box

PC2BOX = pc2box

XORMOD = xormod

XORMOD48 = xormod48

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Design Group and Part Number */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

designer = "Jens-Peter Kaps"

company = "WPI Crypto Group"

part = "4013EPG223-3"
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/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Analyze the Module Package */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + MODULS + ".vhd"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Analyze and elaborate the low level files first */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + EBOX + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + IPINV + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + IPNORM + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + LAROT + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + LMROT + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + RMROT + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + PBOX + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + PC1BOX + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + PC2BOX + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + XORMOD + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + XORMOD48 + ".vhd"

elaborate EBOX

elaborate IPINV

elaborate IPNORM

elaborate LAROT

elaborate LMROT

elaborate RMROT

elaborate PBOX

elaborate PC1BOX

elaborate PC2BOX

elaborate XORMOD

elaborate XORMOD48

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Analyze and elaborate the design files containing Logiblox */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* SBOXES */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + SBOXES + ".vhd"

elaborate SBOXES

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on LogiBLOX */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch find(cell, "MY_SBOX1")

set_dont_touch find(cell, "MY_SBOX2")

set_dont_touch find(cell, "MY_SBOX3")
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set_dont_touch find(cell, "MY_SBOX4")

set_dont_touch find(cell, "MY_SBOX5")

set_dont_touch find(cell, "MY_SBOX6")

set_dont_touch find(cell, "MY_SBOX7")

set_dont_touch find(cell, "MY_SBOX8")

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* REG64 */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + REG64 + ".vhd"

elaborate REG64

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on LogiBLOX */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch find(cell, "LEFT_REG")

set_dont_touch find(cell, "RIGHT_REG")

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* REG56 */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + REG56 + ".vhd"

elaborate REG56

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on LogiBLOX */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch find(cell, "BUF_8")

set_dont_touch find(cell, "BUF_16")

set_dont_touch find(cell, "BUF_32")

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* MUX64 */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + MUX64 + ".vhd"

elaborate MUX64

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on LogiBLOX */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch find(cell, "LEFT_MUX")

set_dont_touch find(cell, "RIGHT_MUX")

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* MUX56 */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */
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analyze -f vhdl -lib WORK SRC_PATH + MUX56 + ".vhd"

elaborate MUX56

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on LogiBLOX */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch find(cell, "MY_MUX_8")

set_dont_touch find(cell, "MY_MUX_16")

set_dont_touch find(cell, "MY_MUX_32")

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Analyze and elaborate some more design files */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

analyze -f vhdl -lib WORK SRC_PATH + FFUNC + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + FEISTEL + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + KEY1GEN + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + CONTROL + ".vhd"

analyze -f vhdl -lib WORK SRC_PATH + TOP + ".vhd"

elaborate FFUNC

elaborate FEISTEL

elaborate KEY1GEN

elaborate CONTROL

elaborate TOP

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Set the current design to the top level. */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

current_design TOP

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Set the synthesis design constraints */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

remove_constraint -all

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* set don't touch on Startup Block */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_dont_touch {STARTUPBLK}

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* uniquify multiple instances of designs */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

uniquify

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* include timing and timing constraints */
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/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

create_clock clk -period 40

set_input_delay 5 -clock clk { all_inputs()}

set_output_delay 5 -clock clk { all_outputs()}

set_wire_load "4013e-3_avg"

set_operating_con di tio ns WCCOM

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Indicate top-level module ports that shoud become i/o pads */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_port_is_pad "*"

set_pad_type -clock clk

set_pad_type -slewrate HIGH all_outputs()

insert_pads

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Synthesize and optimize the design. */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

compile -boundary_optimi zat io n

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Write the design report files. */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

report_fpga > REPORT_PATH + TOP + ".fpga"

report_timing > REPORT_PATH + TOP + ".timing"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Write out an intermediate DB file to save state */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

write -format db -hierarchy -output DB_PATH + TOP + "_compiled.db"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Replace CLBs and IOBs primitives (XC4000E/EX/XL only) */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

replace_fpga

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Set the part type for the output netlist. */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

set_attribute TOP "part" -type string part

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Write out an intermediate DB file to save state */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

write -format db -hierarchy -output DB_PATH + TOP + ".db"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Write-out the timing constraints that were applied earlier. */

/* And flatten the hierarchy */
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/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

ungroup -all -flatten

write_script > DC_PATH + TOP + ".dc"

/* Save design in XNF format as <design>.sxnf */

write -f xnf -h -o SXNF_PATH + TOP + ".sxnf"

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

/* Call synopsys to Xilinx contraints translator DC2NCF */

/* ---------------- -- -- --- -- --- -- --- -- -- --- -- --- -- -- --- -- --- -- --- - */

sh dc2ncf DC_PATH + TOP + ".dc"
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Figure C.1: Flo or Plan of DES ED16 on the Chip 4008E-3-PG191
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Figure C.2: Flo or Plan of DES ED16 on the Chip 4025E-3-PG223



App endix D

Timing Diagrams

This app endix sho ws the timing diagram of one full encryption in App endix D.1 and

one full decryption in App endix D.2. These timing diagrams are p ast plac e and r oute

and therefore sho w the actuall dela ys.

The clo c k p erio d is set to 44ns. The scale on top of the diagrams is in pico seconds.

During state 0 the k ey gets loaded and during stage 1 the data. Data and k ey are

pro vided on the KEY DATA IN(63:0) bus. The result of the op eration app ears on the

DATAOUT(63:0) bus during the �rst stage of the next op eration.

The test b enc h used to test the design and generate these diagrams is in Ap-

p endix E.

82
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D.1 Encryption
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Figure D.1: Encryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.2: Encryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.3: Encryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.4: Encryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.5: Enrcyption with DES ED16 on the Chip 4008E-3-PG191
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D.2 Encryption
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Figure D.6: Decryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.7: Decryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.8: Decryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.9: Decryption with DES ED16 on the Chip 4008E-3-PG191
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Figure D.10: Decryption with DES ED16 on the Chip 4008E-3-PG191



App endix E

T est Benc h

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- FPGA SIMULATOR Testbench for Design with LogibloX --

-- FOR XC4000e PARTYPES using Xilinx M1.3 --

-- DES 16 --

-- Jens-Peter Kaps 1/17/98 --

-- $Log: testbench.vhd,v $

-- Revision 2.1 1998/02/25 03:25:38 kaps

-- modified for des encryption/decry pt io n, full test

--

-- Revision 1.2 1998/0223 04:45:06 kaps

-- *** empty log message ***

--

-- ================ == == === == === == === == == === == === == == === == === == === = --

library IEEE;

use IEEE.std_logic_11 64 .al l;

use IEEE.std_logic_ar it h.a ll ;

use IEEE.std_logic_te xt io. al l;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Testbench Name is E --

-- ================ == == === == === == === == == === == === == == === == === == === = --

ENTITY E IS

END E;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Define Architecture AR --

-- ================ == == === == === == === == == === == === == == === == === == === = --

ARCHITECTURE AR OF E IS

95
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-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Component Description --

-- ================ == == === == === == === == == === == === == == === == === == === = --

COMPONENT des PORT

( key_data_in : IN std_logic_vector (63 downto 0);

dataout : OUT std_logic_vector (63 downto 0);

clk : IN std_logic;

ed : IN std_logic; -- encryption / decryption

ce : IN std_logic; -- clock enable

ke : OUT std_logic; -- key exspected

ie : OUT std_logic; -- input exspected

ov : OUT std_logic; -- output valid

NOTGBLRESET : IN std_logic );

END COMPONENT;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Define the Signals --

-- ================ == == === == === == === == == === == === == == === == === == === = --

SIGNAL key_data_in : std_logic_vecto r (63 downto 0);

SIGNAL dataout : std_logic_vecto r (63 downto 0);

SIGNAL clk : std_logic;

SIGNAL ed : std_logic;

SIGNAL ce : std_logic;

SIGNAL ke : std_logic;

SIGNAL ie : std_logic;

SIGNAL ov : std_logic;

SIGNAL NOTGBLRESET : std_logic;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Instantiate the design for simulation --

-- ================ == == === == === == === == == === == === == == === == === == === = --

BEGIN

UUT : des PORT MAP (

key_data_in => key_data_in,

dataout => dataout,

clk => clk,

ed => ed, -- 0 = encryption, 1 = decryption

ce => ce, -- 0 = disabled (stop), 1 = enabled (run)

ke => ke,

ie => ie,

ov => ov,

NOTGBLRESET => NOTGBLRESET );

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Start the simulation --

-- ================ == == === == === == === == == === == === == == === == === == === = --
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flow_process: PROCESS

BEGIN

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Start Values --

-- ================ == == === == === == === == == === == === == == === == === == === = --

key_data_in <= "000000000000000 00 000 00 00 000 00 000 00 00 000 00 000 00 000 00 00 000 00 000 00 0" ;

ed <= '0';

ce <= '0';

clk <= '0';

NOTGBLRESET <= '0';

wait for 22 NS;

NOTGBLRESET <= '1';

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round INIT S T A R T E N C R Y P T I O N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000001001 00 110 10 01 010 11 011 11 00 100 11 011 01 111 01 10 111 11 111 00 0" ;

ce <= '1';

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000010010001 10 100 01 01 011 00 111 10 00 100 11 010 10 111 10 01 101 11 101 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';
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wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 4 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 5 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 6 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 7 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 8 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 9 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 10 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';
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wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 11 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 12 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 13 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 14 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 15 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 16 S T A R T 2nd E N C R Y P T I O N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000000000 00 100 01 01 000 10 011 00 11 100 01 001 01 010 11 10 011 01 110 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --
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-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000011110001111 00 010 11 01 001 11 100 01 00 101 10 101 10 100 11 01 001 01 111 00 0" ;

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Stop Machine for one clock cycle --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

ce <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

ce <= '1';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 4 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 5 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 6 --
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-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 7 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 8 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 9 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 10 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 11 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 12 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 13 --
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-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 14 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 15 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 16 S T A R T D E C R Y P T I O N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000001001 00 110 10 01 010 11 011 11 00 100 11 011 01 111 01 10 111 11 111 00 0" ;

ce <= '1';

ed <= '1';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "100001011110100 00 001 00 11 010 10 100 00 00 111 10 000 10 101 01 10 100 00 000 10 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --
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-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 4 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 5 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 6 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 7 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 8 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 9 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 10 --
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-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 11 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 12 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 13 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 14 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 15 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 16 S T A R T 2nd D E C R Y P T I O N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000000000 00 100 01 01 000 10 011 00 11 100 01 001 01 010 11 10 011 01 110 11 1" ;

ed <= '1';

wait for 20 NS;

clk <= '0';
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wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "111110011101110 10 100 10 01 100 01 010 11 11 100 01 000 01 001 01 01 001 01 111 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Stop Machine for one clock cycle --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

ce <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

ce <= '1';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 4 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 5 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';
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wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 6 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 7 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 8 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 9 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 10 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 11 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 12 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';
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wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 13 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 14 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 15 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 16 E N C R Y P T I O N A G A I N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000001001 00 110 10 01 010 11 011 11 00 100 11 011 01 111 01 10 111 11 111 00 0" ;

ce <= '1';

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000010010001 10 100 01 01 011 00 111 10 00 100 11 010 10 111 10 01 101 11 101 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';
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wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 4 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 5 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 6 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 7 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 8 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 9 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';
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wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 10 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 11 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 12 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 13 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 14 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 15 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 16 E N C R Y P T A G A I N A N D R E S E T --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000001001 00 110 10 01 010 11 011 11 00 100 11 011 01 111 01 10 111 11 111 00 0" ;
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ce <= '1';

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000010010001 10 100 01 01 011 00 111 10 00 100 11 010 10 111 10 01 101 11 101 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Reset in the middle and decrypt this time --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '0';

NOTGBLRESET <= '0';

wait for 22 NS;

NOTGBLRESET <= '1';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round INIT S T A R T E N C R Y P T I O N --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000000001001 00 110 10 01 010 11 011 11 00 100 11 011 01 111 01 10 111 11 111 00 0" ;

ce <= '1';

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --
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-- Round 1 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 2 NS;

key_data_in <= "000000010010001 10 100 01 01 011 00 111 10 00 100 11 010 10 111 10 01 101 11 101 11 1" ;

ed <= '0';

wait for 20 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 2 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Round 3 --

-- ================ == == === == === == === == == === == === == == === == === == === = --

clk <= '1';

wait for 22 NS;

clk <= '0';

wait for 22 NS;

END PROCESS flow_process;

END AR;

-- ================ == == === == === == === == == === == === == == === == === == === = --

-- Configuration Statement --

-- ================ == == === == === == === == == === == === == == === == === == === = --

configuration CFG_TB of E is

for AR

-- for UUT : LOGITEST

-- use configuration WORK.CFG_LOGITES T_ BE HAV IO RAL ;

-- end for;

end for;

end CFG_TB;
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